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Financial transfers for banks, businesses and 
government agencies

• Can be time critical transactions
• Same-day, instantaneous, or within acceptable periods
• Must be accurate with no room for error 
• Need to deal with various currencies
• Can be leveraged by illicit actors as well

However, use of these systems leaves footprints which we will explore…
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Agenda:
1. Why Do These Systems Exist?
2. Role of Real Time Gross Transfer Systems and Clearing 

Houses
• FedWire, FedACH, The Clearing House
• Foreign RTGS and Clearing House Examples

3. SWIFT Messaging 
4. Correspondent Banking
5. Travel Rule
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1. Why Do These Systems Exist?
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The Value of Financial Information
• The information contained is not under the control of 

suspect parties and cannot be further manipulated

• The systems are controlled by third parties, and they can be 
monitored live or otherwise accessed by legal means

• The systems MUST contain accurate information or else 
transactions can fail
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Three Overall Rules For Financial 
Crime Investigators & Analysts:

1. Value Touches Everything
2. Money Does Not Move Without A Purpose

3. Financial Systems Must Contain Accurate Data

It is not this simple!
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2. Role of Real Time Gross Transfer 
Systems and Clearing Houses
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Financial Institution Payment Systems

• Real time gross transfer systems (RTGS)
• Each transaction is handled separately
• Transactions are one-way and difficult to reverse
• Process is a credit transfer system between members
• The process is expensive so usually used for large 

amounts or time critical transactions              
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Originating Depository 
Financial Institution

Receiving Depository 
Financial Institution

Originator

ODFI RDFI

Receiver
Central Bank

Settlement Accounts

Bank A
Bank B
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Fedwire Member Banks
US Domestic and International Banks
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Fedwire Message Content
OMAD Output Message Accountability Data

Receiver DI Receiver Bank ABA#/ Short Bank Name

Type/Subtype Type of Transaction

Sender DI Sender Bank ABA#/Short Bank Name

IMAD Input Message Accountability Data

Business Function 
Code Purpose of Transfer, Customer Transfer

Amount Amount

OMAD Output Message Accountability Data

Beneficiary’s FI Identify Beneficiary Bank, Account Number

FI to FI Additional information about disposition of funds

Beneficiary Name, Address, Account
Reference for 

Beneficiary
Reference for Beneficiary such as text, like 

“invoice”, “fee”, etc.
Originator’s FI Identification of Originator’s Bank

Originator to BNF 
INF Information from Originator to Beneficiary
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Originating Depository 
Financial Institution

Receiving Depository 
Financial Institution

Originator

ODFI RDFI

Receiver
Central Bank

Settlement AccountsInitiating Information
Bank Information

Individuals
Communications

…

Customer Identification Program
Know Your Customer Information

Initiating Instructions
RDFI data /Communication

Customer Identification Program
Know Your Customer Information

Initiating Instructions
RDFI data /Communication

Receiving information
Bank Information

Individuals
Communications

…
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EU System of Central Banks

• Settles individual Euro payments in 
Central Bank money

• Real Time Gross Transfer System
28 Member States Central Banks

TARGET 2
Trans-European Automated Real Time 

Gross Settlement Express Transfer 
system

Euro Banking Association
EURO 1 (RTGS Equivalent)

STEP 1
STEP 2

•Private sector large-value payment system for 
single same-day euro transactions at a pan-
European level

Continuous Linked Settlement System 
(CLS)

Settles foreign exchange transactions in a 
continuous payment by payment basis in the 

books of privately owned bank (CLS Bank)

European Central Bank
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Italy Germany

Italian Central Bank German Central Bank

Directs Payment
Owed Payment

Farmer in Italy buys a Tractor
From a Company in Germany

SWIFT 
MT103
MT202

Likely

European 
Central Bank

A B

“A” tells 
EUCB to 
Pay “B”

Tells EUCB 
“B” is owed 

from “A”Settles

EU Central Bank Settlement Process

TARGET 2
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Canada – Large Value Transfer System
• Settlements take place in Member accounts with the Bank of Canada 

end of each day.
• Uses SWIFT messaging (MT205 and MT209)
• Payments in Canadian dollars across the country between FIs
• Members connect via Canadian Payments Association Services 

Network - owned by Payments Canada (payments.ca)
• Funds are credited in “near real-time”
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Canada – LVTS Members (payments.ca)
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Automated Clearing House (ACH) Systems
• FedACH and CHIPS are Electronic Payments Networks (EPN) 

• Receive ACH files about payments from ODFIs

• Edit and sort payments, and deliver the payments to RDFIs 
and settle the payments by crediting and debiting the 
depository financial institutions’ settlement accounts

• Business-to-Business payments exchange both data and 
funds with trading partners, facilitating an automated 
process of updating their accounts receivable and accounts 
payable systems
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Clearing House Interbank Payments System 
(CHIPS)

• System in the United States
• Like Fedwire, provides a real-time 

final settlement system
• Provides transmission and 

settlements services
• Unlike Fedwire, CHIPS owned by 

the financial institutions that use it:

• 90% of US dollar funds transfers 
moving transnationally

• Recent figures reveal an approximate 
average of 280,000 transactions per 
day with a total monetary value of $1.4 
trillion
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Originating Depository Financial Institution
Receiving Depository Financial Institution

Originator

ODFI RDFI

Receiver

ACH Operator
ODFI creates
ACH Batch 
file A to B

Messaging Messaging

M
oney m

ovem
ent

Central Bank

Batch
Settlement
Activity A>B

ACH 
Batch File
A to B

ACH 
Batch Amt
A to B
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ACH Data (formatted to NACHA guidelines)
• Trace Number
• Batch Name/Number
• Company Entry Description
• Standard Class Entry Code
• ODFI/RDFI Identification Number 
• ODFI/RDFI Account Numbers

• Type of Transaction/Transaction Code
• Recipient Name/Identification Number
• Recipient Account Number
• Sender Name
• Sender RDFI Account Number

Three Letter Code – Transaction format applied to 
transaction

Ex. Prearranged Payment Deposit (PPD)

Identifier Codes for the ODFI/RDFI financial institutions

Transaction Code, such as Debit or Credit Action
Transaction Type, Two Number Reference

Ex. 22 Checking Credit, Deposit
27 Checking Debit, Payment

Description of Transaction (ex. ACH PYMT)

Identifiers of Batch File (Business Name , Number)

Data Provided by ODFI

A “Research Number” used by ODFI and RDFI
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3. SWIFT Messaging
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SWIFT – The System’s Backbone 
• SWIFT is an electronic process use to communicate financial and 

business information between banks
• Money Transfers, Insurance, Letters of Credit

• No SWIFT code, No communication
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SWIFT (BIC) Codes

• The standard format of Business Identifier Codes (BIC) 
• It is unique identification code for a particular bank
• BIC codes are used for messaging between FIs. 
• The SWIFT code consists of 8 or 11 characters

• “BIC-8” refers to 8-digit code for the FI’s primary office
• “BIC-11” is an 11-digit code points to a specific branch

http://www.theswiftcodes.com/countries/



How Money Moves
©2021 Loughnane Associates LLC

www.valuetoucheseverything.com
Training Purposes Only

Sample of BIC Codes (US)

24

MMMC= 3M Company
US = United States
44= Primary Office

FTSB = ABN AMBRO Cap.
US = United States
44= 33 Primary Office
SFI = Branch (Sec Finance)
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SWIFT Message Types (MT)

25

Category Name

0xx General Information

1xx Customer Payments and checks
2xx Financial Institutions Transfers

3xx Financial Trading (FX, Loans, SWAPS, etc.)

4xx Collections and Cash Letters

5xx Financial Trading (Securities)

6xx Precious Metals Trading and Syndications

7xx Documentary Credits and Guarantees

8xx Traveler's Checks

9xx Cash Management and Customer Status

10 major categories of SWIFT messages that support processing 
activities of members:
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Sent to SWIFT : ACK
Network Priority : Urgent
Message Input Reference: 0950 date BNGRGRAAXXX 0027 007653
SWIFT Input : Notification
FIN MT103 single customer credit transfer
Sender : BNGRGRAA
Receiver : ABBCCHZA
MUR : BANK PRIORITY : 
20 : PAY/001
23B: CRED
23E: PHOB/555-333-1111 
32A: 033018EUR111757
50K: COLOMBO COMPANY

FREE TRADE ZONE
DUBAI, UAE 

59 : /12345678901234
ANTHONY ZABARA
100 CRIME STREET
ATHENS GREECE

70  : PAYMENT OF DIRECTOR BONUS
71A: SHA

Message Type 103: Order to Pay Beneficiary
ODFI: Bank of Greece, Greece, Athens
RDFI: ABB Capital, Switzerland, Zurich

Sender: Company Location

Amount

Recipient: Anthony Zabara, Address

Free Text Area 

Date/Time

Phone Number

Response Acknowledgement (NACK, FIN)

SWIFT Message Data
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Bank of Greece ABB Capital

Greece Switzerland

Account Holder:
COLOMBO COMPANY
FREE TRADE ZONE
DUBAI, UAE

Account Holder:
ANTHONY ZABARA
100 CRIME STREET
ATHENS GREECE

111757 Euros

PAYMENT OF DIRECTOR BONUS
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Communication Scenario

We are investigating the payment of 25,000 euros from 
Agrosoyuz Commercial Bank, Moscow, to the account of John 
Sidano located at the Sample Bank in Addis Ababa, Ethiopia. 

The payment is described as a retainer for services.

Let’s work through the SWIFT MT103….
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Agrosoyuz Bank
Taunusanlage-12 60325
Main Office
Moscow, Russia
AGSZRU033

Sample Bank
Addis Ababa, Ethiopia
SBETETAA

Settlement made at:
International Bank of Settlement

“Funds are good, clean, cleared from
any criminal origin”

Dated 30 November 2019
Amount: 25,000 Euros
“Retainer for Services”

Account Holder
Foreign Trade Bank
#30450434
IBAN No. Dandong Zhongshen Industry

Foreign Trade Bank Account Holder

John Sidano Personal Account
#2848334

Vladimir Puton, CFO
Sofia Bromovich, COO
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Cross Border Payments
“Cover Payments”

SWIFT Messaging MT103

SWIFT Messaging MT202

Customer Payment 
Instructions

Money Transfer Requests
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4. Correspondent Banking
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Respondent Bank - Correspondent Bank
And Payable Through Accounts (PTA)

LittLe 
Bank

Big Bank

Little Bank
Account

2. Pre-Approves Transaction

3. Little Bank Adjusts 
Account Holder’s Account
& Its Account at Big Bank

1. Direct Access

2. Post Activity Notification
To Little Bank
3. Little Bank Adjusts

Account Holder

Account Holder
Account

1. Access/Approval Requested
Respondent BankcoRRespondent Bank
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Anti-money Laundering Act of 2020 (AMLA)

• Significant enhancement to obtain information from a foreign entity
• Agencies can subpoena records from foreign entities if that entity 

merely maintains a correspondent bank account in the US
• Records from any bank account of that entity at that institution can 

be subpoenaed
• Not merely for the records from the correspondent account
• Need to relate to certain types of investigations
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Key provisions of the AMLA

• A US financial institution that maintains a US correspondent account 
for a foreign bank is required to maintain records:

• Identifying the owners of record and beneficial owners of the foreign bank
• The name and address of a US resident that can accept service
• The information must be provided to law enforcement within 7 days

• Foreign banks are prohibited to directly or indirectly notify account 
holders or any person named in the subpoena about the subpoena’s 
existence or contents
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AMLA Prohibitions and Penalties

• Foreign bank may petition to modify or quash subpoena and 
prohibition on disclosure

• However, “assertion that compliance with a subpoena” would conflict with 
foreign bank secrecy or confidentiality law cannot form the “sole basis” for 
modifying or quashing

• Still to be worked out if a conflict between the subpoena and foreign law is 
sufficient

• Violations of this prohibition are subject to steep penalties of double 
the amount of “suspected criminal proceeds sent through the 
correspondent account” or, if no suspected criminal proceeds can be 
identified, up to $250,000.
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AMLA Prohibitions and Penalties

• The AMLA provides that a non-U.S. bank that does not comply with a 
subpoena may be liable for a civil penalty of up to $50,000 per day of 
noncompliance, with additional penalties if noncompliance continues 
beyond 60 days.

• In addition, noncompliance may result in the DOJ or Treasury 
terminating the correspondent banking relationship by written notice 
to the U.S. bank providing the correspondent banking services.
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5. Travel Rule
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Travel Rule

Originator Receiver

Intermediary 1 Intermediary 2

Not Able To Move Money
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Travel Rule
All financial institutions are required to pass on certain information to the next 

financial institution, in certain funds transmittals involving more than one financial 
institution

Transmitter Side
 Name, Address
 Account Number if used
 Identity of Financial Institution
 Amount Transmitted
 Execution Date
 Identity of Recipient’s 

Financial Institution

Recipient Side
 Name, Address
 Account Number
 Any other specific identifier

Intermediary Bank
 Required to pass on all the information from 

Transmitter Bank or a proceeding Intermediary

Exception - If Transmitter and Recipient are the same Financial Institution
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Travel Rule

 Name, Address
 Account Number if used
 Identity of Financial 

Institution
 Amount Transmitted
 Execution Date
 Identity of Recipient’s 

Financial Institution

 Name, Address
 Account Number
 Any other specific identifier

 Required to pass on all the information from Transmitter Bank or 
a proceeding Intermediary

Exception - If 
Transmitter and 

Recipient are the same 
Financial Institution
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In Closing:

Criminal Enterprises are profit oriented
Terror Groups rely on funding
AND both want their money
Element of Truth so money moves efficiently 
And will use established business systems
They cannot control this information
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