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1.  The Value of Alternate 
Remittance
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Banking For The Unbanked
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Legitimate Purposes of Remittance  
OECD (2013)

🌍 Pure Altruism (concern for family back home)
🌍 Pure Self-Interest 
🌍 Implicit Family Agreement: Co-insurance and Loan
🌍 Migrant’s Saving Target
🌍 Portfolio Management Decisions

Always ask, “Why is the money going there?”

Money Does Not 
Move Without a 

Purpose
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Services – Remittance Transfer Systems
New Payment Product Systems (NPPS)

• Mobile Payments (m-payments)
• Internet-based payment services (e-payments)
• Prepaid Access products

Money transmission (or wire transfer)
• Western Union, MoneyGram
• Hawala
• Virtual Assets (Cryptocurrency)
• Money Order products
• Currency Exchange services
• Hand Carried/Courier 

NPPS also known as  Money Services Businesses (MSB), Value Transfer 
Systems and Designated Non-Financial Businesses and Professions (DNFBP)
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2. The MSB Registration Process 
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Acting as a Principal or Agent
May only work from one location or international

• Banking Services for the Unbanked
• May support payments from diaspora to specific countries 

Example: Hawala system to Somalia

• Remittances sent abroad are usually in small amounts
• Examples of MSBs:

Casas de Cambio
Foreign Exchange Houses
Banques de Checks
Hawala
Convertible Virtual Currency Exchanges

aka Virtual Asset Service Providers

Money Services Businesses (generally)
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• Activity Based – Not Business Based
• Money transmission (or wire transfer) services
• Fiat Currency to/from Virtual Asset Service 

Providers (VASP)
• Money order products
• Check cashing services
• Traveler’s check products
• Currency exchange services
• Reloadable Cards and Services
• Stored value products

MSB Types

MSB KEY SERVICES LIST
(FinCEN)

401 Issuer of traveler's checks
402 Seller of traveler's checks
404 Issuer of money orders
405 Seller of money orders
408 Check casher
409 Money transmitter
413 Seller of prepaid access
414 Provider of prepaid access
415 Dealer in foreign exchange
499 Other
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MSB are 
required to 
register with 
FinCEN and 
as part of 
that 
registration, 
disclose their 
owner
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FinCEN MSB Registration Check
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Herndon
Virginia
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Civil and Criminal Penalties for Operating an 
Unregistered Money Transmitting Business (FinCEN)

Failure to comply with 31 U.S.C. 5330 or  31 CFR 103.41 
Civil penalty of $5000 for each violation,  up to $5,000 for each day

(Whoever) (knowingly) (conducts, controls, manages, supervises, directs, or owns all 
or part )of (an unlicensed money transmitting business)

Shall be fined in accordance with this title or imprisoned not more than 5 years, or 
both. [18 U.S.C § 1960(a)]

Criminal:  A (money transmitting business) which affects (interstate or foreign 
commerce) and (fails to comply with the money transmitting business registration 
requirements under section 31 U.S.C. 5330), or regulations prescribed under such 
section, 

Shall be fined or imprisoned not more than 5 years, or both. [18 U.S.C § 1960(b)(1)(B)]
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Foreign-Located Money Services Businesses 
FIN-2012-A001 (February 15, 2012)

If the MSB operates in the US, even if none of its agents, agencies, 
branches or offices are physically located in the U.S.

💳 Subject to the same civil and criminal penalties for BSA violations 
💳 Each foreign-located MSB is required to appoint a person residing in 

the U.S. as an agent for service of legal process with respect to 
compliance with the BSA and its implementing regulations
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Bank Secrecy Act MSB Recordkeeping and 
Reporting Requirements Vary

Based upon the type and amount of MSB activity
• Transmitter: Below $3,000 no real verification is required 
• At $3,000  Transmitter is required to maintained more detailed 

transaction records must be retained
• At $1,000 currency exchange activity requires detailed information 

retention
• At $10,000 must file a CTR
• SAR filing is required
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3.  The Big Guys: Money Gram 
and Western Union
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MoneyGram AML Customer Identification 
Requirements

$900 or more, Produce:
• Originator must 

produce a 
government issued 
photo ID

• State driver’s license
• Military ID
• Voter Registration 

Card
• Passport
• Alien identification
• Foreign voter 

registration

$3,000 or more, 
Obtain and Retain

• Originator 
• Date of Birth
• SSN
• Passport
• Alien identification

$3,000 or more, On 
Behalf  of Third Party:

• Name of Person or 
organization

• Address
• Date of Birth
• Occupation
• SSN

Needs to comply with 
Funds Transfer Rule 

$9,100 or more:  Telephone 
Interview between MoneyGram, 

Agent and Originator 
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Money Transmitter Process

Sender Receiver Money Transmitter 
(A) [a]ny person, whether or not licensed or required to be licensed, who engages as a business in accepting 

currency, or funds denominated in currency, and transmits the currency or funds, or the value of the 
currency or funds, by any means through a financial agency or institution, a Federal Reserve Bank or other 
facility of one or more Federal Reserve Banks, the Board of Governors of the Federal Reserve System, or 
both, or an electronic funds transfer network; or

(B) [a]ny other person engaged as a business in the transfer of funds
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Large Money Transmitter Model

Sender 

Sender fills out required
Information with Sending Agent

Sending agent enters transaction into system 
(maybe identification, other information)
Control Number assigned

Transaction transferred to the Paying Agent

Authenticates Receiver

May provide option of a “test question”

Sending Agent 

Receiver 

Principal 
Processing

Center

Receiving Agent 
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Services
• Money Transmitter
• Pay bills Online (Biller, amount, account #)

• Phone Reloads (name and number of 
account)

• Netspend (MasterCard) debit card
• Mobile App
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• You may be required to provide government-
issued identification, depending on the service, 
sent amount, and the destination of the money 
transfer. Secondary ID may also be required for 
some transactions   (e.g., residence status 
document or country of birth information)

• “Test Question”

• Originator First/Last Name
• Originator Address
• Originator Phone
• Originator Signature
• Amount
• Loyalty/Rewards Info

• Receiver’s First/Last Name
• Receiver’s phone number
• Receiver’s country code
• Loyalty/Rewards Info

Under $999: No photo id required
Cash to Mobile limited to $500
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Western Union Subpoenas
A. Service and Processing of Subpoenas  from federal, state and local law enforcement agencies in the United 
States requesting records relating to money transfers or money orders must name “Western Union Financial 
Services, Inc.” and may be served by emailing a signed PDF copy of the subpoena to subicw@westernunion.com
OR mailing them to: 

Western Union Financial Services, Inc. Custodian of Records
Legal – HQ 8
7001 E Belleview Ave 
Denver, CO 80237 

Western Union does not accept service of subpoenas via facsimile. 
All subpoenas must be accompanied by the full name, title, mailing address, email address, phone number and 
facsimile number of the person and/or entity issuing the subpoena 
Full name, title, mailing address, email address, phone number and facsimile number of the person to whom 
documents should be sent. 
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MoneyGram Subpoena
1.1. U.S. Law Enforcement must serve their Request on MoneyGram Payment 
Systems, Inc. and may be e-mailed to: Subpoena@moneygram.com

1.2. While e-mail is preferred, MoneyGram also accepts service from U.S. Law 
Enforcement by facsimile (866) 955-6406 or by mail to:

MoneyGram Payment Systems, Inc.
Subpoena Operations
1550 Utica Avenue South
Minneapolis, MN 55416

1.3. MoneyGram's U.S. Law Enforcement contact phone number: +1 (952) 541-
4070
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MoneyGram
(Legal Agreement)

• 2.4. In order to use the Service, the Sender must set up a profile through our 
Website or the App (“Profile”). The Sender is required to update their personal 
information contained in the Profile in case of any changes before making a 
Transfer. To close a Profile please contact our customer service helpline.

• 5.3. To collect the Receive Amount, the intended Recipient will be asked to identify 
themselves by providing an identification document and their own details, the 
Sender’s name, country of origin, the Receive Amount and the Reference Number 
(“Collection Details”). Cash payment shall be made to the person that our agents 
and partners deem entitled to receive the Receive Amount after examination of 
the identification document. The identification requirements for Recipients vary 
by country.

Single Maximum: $10,000
Two Transfers/Day Maximum
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MoneyGram Records Network and/or Agent

• Electronic Wire Transfer Data
• Copies of MoneyGram Money Orders
• Original Send and Receive Forms
• Money Order Transaction Logs
• Currency Transaction Reports
• Suspicious Activity Reports and Support Records
• AML Compliance Program
• Other
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4. Smaller Money Transmitters
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Smaller Payment 
Services

Official checks should 
not be more than 
$3,000

Transactions more than 
$550 should be made in 
Personal, Official or 
Cashier’s check

Banks
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Smaller Payment Services Providers 
Likely use Financial Institutions/ACH

Sender (“Originator”) 

MSB 1 Intermediary

Receiver 

ODFI
(MSB 1 Account)

MSB2 Intermediary

RDFI
(MSB 2 Acct)

ACH
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5. TRAC
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Southwest Border Transaction 
Record Analysis Center

“Data is just that, its data…How 
you use it in conjunction with your 
other investigative resources, then 
it becomes intelligence.”
- Rich Lebel, director of the 
Southwest Border Transaction 
Records Analysis Center (2020)
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The TRAC Data System 

Transactions in amounts of $500 
or more. 
Person to Person transactions 
(not commercial) in identified 
Southwest Border Area:
California 
Arizona 
New Mexico 
Texas
Country of Mexico

• The TRAC Data System is a centralized 
searchable database containing 
subpoenaed financial transactions 
(money transfers) from several global 
money services businesses (MSBs). 

Portal:  https://www.swbtrac.com
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6.  State Registration 
Information

39
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https://moneytransmitterlaw.com/state-laws/virginia/

5. TRAC
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7.  Hawala
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Typical Applicant Information
• Audited financial statements of the 

applicant business and any subsidiaries
• Personal financial records of all directors, 

principal officers, owner or 10% 
shareholders (“Control Persons”)

• Records of occupations for all Control 
Persons for the last fifteen years, 
including any disciplinary actions taken 
by any employer

• List of all lawsuits or criminal complaints 
against any Control Person in the last 
fifteen years

• Comprehensive compliance policy 
AML/KYC

• Compliance Officer

• IT infrastructure
• Proforma and financial projections over 

2-3 year period
• Source of funds
• Banking relationship
• Bonding
• Third-party criminal and civil background 

checks
• Fingerprints of Control Persons

https://moneytransmitterlaw.com/state-laws/virginia/
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8. Currency Dealers and 
Exchanges

43
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Hawala

Balance Books
Anything of 

Value

Settlement methods may be outside the banking system, 
including trade, cash and long-term net settlement. 

Subject to their registration, IVTS can operate legally in the UK. 
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Currency Dealers or Exchangers

• Provides many of the services of a bank or 
other financial institutions

o Funds transmission, check cashing, money 
orders, temporary custody of funds on 
deposit

o “Retail” “Over the Counter” “Vault” 
• BSA requires maintenance of information 

concerning currency dealing starting at $1,000 
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Information Maintained for Exchanges Over 
$1000

• Customer’s name and address
• Passport number or Taxpayer Identification Number
• Date and Amount of the transaction
• Currency Name, Country, and Total Amount of each 

Foreign Currency 



MSBs
©2021 Loughnane Associates LLC

www.valuetoucheseverything.com
Training Purposes Only

9.  Prepaid Cards
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Prepaid Access Elements 
Defined  - FFEIC

💳 Access to funds or the value of funds 

💳 Paid in advance and can be retrieved or transferred 
at some point in the future 
💳 Through an electronic device or vehicle such as a 

card, code, electronic serial number, mobile 
identification number or personal identification 
number
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Prepaid Access Cards provide a compact and 
transportable way to maintain and access 

funds
• Purchasing products, making transfers to other cardholders within the 

prepaid program, and paying bills

• Alternate method of cross-border funds transmittal, 
• some prepaid card programs may issue multiple cards per account, 

• so that persons in another country or jurisdiction can access the funds loaded by 
the original cardholder via ATM withdrawals of cash or merchant purchases

• Both electronic and physical prepaid products to access funds held by 
banks in pooled accounts that are linked to sub-accounts
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Exempt vs. Non-Exempt Prepaid Access Products 
Exempt products that have all of the following product attributes: 

• Does not allow more than $1,000 to be initially or subsequently loaded, used or 
withdrawn in one day 

• Only in the U.S. 
• Single load 
• Does not allow transfers among accountholders within prepaid program 

Non-Exempt prepaid access as prepaid access products that have any of the following 
product attributes: 

• Allows more than $1,000 to be initially or subsequently loaded, used or withdrawn 
in one day 

• Is welcome outside the U.S. 
• Is re-loadable 
• Allows transfers among accountholders within a prepaid program 
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Retailers who sell non-exempt forms of prepaid 
access are regulated if the prepaid access:

• Can be used before the customer's identity has been verified
• Persons who sell $10,000 or more of prepaid access per person per 

day (including bulk sales of prepaid closed loop cards) are either 
regulated or required to have policies and procedures in place to 
prevent such sales 

• Providers and Sellers of prepaid access are required to collect and 
store personally identifying information about customers on an 
increased range of prepaid products.
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Open Loop
• Open loop prepaid cards can be used for purchases at any merchant that 

accepts cards issued for use on the payment network associated with the 
card and to access cash at any automated teller machine (ATM) that 
connects to the affiliated ATM network

• Include payroll cards, general purpose reloadable (GPR) cards, and certain 
gift cards 

• Some prepaid cards may be reloaded, allowed to add value

• Low-value ($1,000 or less) open loop prepaid access are regulated, if it can 
be 

(1) used internationally
(2) transferred between or among other persons within the prepaid program, or
(3) reloaded by a non-depository (nonbank) source.
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Closed Loop Payment System
• Operates without intermediaries and the end parties have a direct 

relationship with the payments system 
• Provides prepaid access to funds or the value of funds that can be used 

only for goods or services in transactions involving a defined merchant or 
location (or set of locations), (specific retailer or retail chain, a college 
campus, or a subway system)

• Generally do not allow cash access, although they can often be resold 
through third-party websites in exchange for other closed loop cards or 
payment 

• Is regulated if more than $2,000 can be associated with the prepaid access 
device or vehicle on a given day. 
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Prepaid Access Participants – Third Parties

Distributor

Works with the issuing 
bank and card 
network (Visa/MC) to 
create card program

Program
Manager Network

Payment 
networks that 
clear, settle, and 
process 
transactions.

Organization that 
markets and 
distributes prepaid 
products.

Provider of 
Prepaid 
Access

Principal conduit for access to 
information from its fellow 
program participants. 

The provider must register 
with FinCEN as an MSB and 
identify each prepaid 
program for which it is the 
provider of prepaid access. 
A bank that serves as a 
provider of prepaid access has 
no requirement to register 
with FinCEN.

Payment 
Processor

Tracks and manages 
transactions and may be 
responsible for account set-
up and activation, adding 
value to products, and fraud 
control and reporting.Issuing

Bank

A bank that offers network branded 
prepaid products to consumers and 
may serve as the holder of funds that 
have been prepaid and are awaiting 
instructions to be disbursed.

Seller or
Retailer

A convenience store, 
drugstore, supermarket, 
or location where a 
consumer can buy a 
prepaid product.
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The Electronic Recovery and Access to Data

• Currently being used in 48 states and internationally. 
• Determine if suspicious cards -- bank credit and debit cards, 

retail gift cards, library cards, hotel keys, even magnetic-
striped metrorail cards -- are loaded with funds 

• Capacity to freeze those funds to allow time to determine if 
the funds are from criminal activities.
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International Controls?

In the United States, it is currently legal for anyone to enter or leave the country 
with cards connecting to accounts and (unlike cash in high amounts) does not have 
to be reported to customs or another government entity

Currently no requirement to declare value coming into or exiting the 
United States

Why?

This  Presentation is for training purposes only.  It is current as of March 12, 2018
Copyright 2017, Loughnane Associates, LLC
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10.  Check Cashers, Money 
Orders, Mobile Banking, ATMs

57
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Check Cashers

• Defined as a person engaged in the business of cashing checks 
• Other Services:  In many cases, the check casher acts as an 

agent of a money transmitter (or several money transmitters 
for different services, e.g., remittances, bill paying, and sale of 
money orders) to complement check cashing services 

This  Presentation is for training purposes only.  It is current as of November 15, 2017
Copyright 2017, Loughnane Associates, LLC
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Check Cash Case Study: Lee’s Snack Shop
• “Wholesaling” or “Bulk Check Cashing”
• Hong Ki Yi, owner and compliance officer
• Failed to file 216+ CTRs in six-month period
• Exchanged checks for cash with another MSB
• $2.1 million in six months
• Active for 10 years

Lee’s Snack Shop

This  Presentation is for training purposes only.  It is current as of November 
15, 2017
Copyright 2017, Loughnane Associates, LLC
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This  Presentation is for training purposes only.  It is current as of November 
15, 2017
Copyright 2017, Loughnane Associates, LLC

Money Orders/Traveler’s Checks
• A Seller or Redeemer of Money Orders/Traveler’s Checks is also defined as an 

MSB

• These are negotiable instruments sold through Sales Agents

• Generally issued by national companies, but small businesses may issue their 
own money orders

• Money Orders are sold through agents
Amount is usually limited by policy

Sales Agent must maintain sales record

Money Orders: Postal 70% of US Market $165 Billion in 2014
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Money Order USPS Case Study: Cindy Omidi
• Cindy Omidi, 66

• Convicted in October of structuring

• Mother to Michael and Julian Omidi, once 
operated 1-800-GET-THIN

• USPS provided evidence to this case – Testified at 
Trial
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Mobile Money Banking for the “Unbanked”
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Mobile Banking Process

Sender
Receiver

Details of Transaction are with the 
Telecommunications Company

Not the Bank
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https://www.mysanantonio.com/news/local/article/LA-man-to-admit-laundering-more-than-half-a-14379989.php
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Private ATM’s: Independent Sales 
Organization

66

ISO places cash into ATMs, typically 
from a business account

Customers make withdrawals

Customer FI transfers funds 
+ fee  to

ISO Business Account

ATM makes connection 
with Customer
FI, confirms availability, 
dispenses cash
MONEY DOES NOT MOVE!

ISO Business Account: Bank 

4

3

21

5
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Relaxed Know Your Customer “Rules”
Acceptable Level of Risk

🌍 KYC requirements normally have obligations on to collect identification 
documents of clients and then to have those documents verified by banks
🌍 M-Pesa/M-Paisa obtained a "special license” from regulators, despite concerns 

by regulators about non-branch banking adding to the current state of financial 
instability
🌍 Risk assessment determined it was more important to get the services out to the 

people
🌍 CDD/KYC rules are starting to be applied
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