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Loughnane Associates LLC
Value Touches Everything

Money 
Services 

Businesses
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TLO:  Describe the roles of Gatekeepers and the value to financial investigations.

Describe the role of remittance systems.ELO 1
Explain the FinCEN process and oversight of MSBs.ELO 2
Explain the process of MSB approval at the state level.ELO 3
Explain the BSA regulations with regard to MSB reporting.ELO 4
Describe the process of large money transmitters, small money transmitters, 
and hawala systems.

ELO 5

Explain the Southwest  Border Record Analysis Center.ELO 6

Learning Objectives:
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The Value of Alternate 
Remittance

3

Training Purposes Only ©2023 Loughnane Associates LLC
www.loughnaneassociates.com 

Legitimate Purposes of Remittance OECD

🌍 Pure altruism (concern for family back home)
🌍 Pure self-interest 
🌍 Implicit family agreement: co-insurance and loan
🌍 Migrant’s saving target
🌍 Portfolio management decisions

Always ask, “Why is the money going there?”

Money Does Not 
Move Without a 

Purpose
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Pew Institute 2019
Banking For The Unbanked. Pew Institute (2019 data)

Remittance flows worldwide in 2017. (2020, October 20). Pew Research Center’s Global Attitudes 
Project. https://www.pewresearch.org/global/interactives/remittance-flows-by-country/
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Services – Remittance Transfer Systems
New Payment Product Systems (NPPS)

• Mobile payments (m-payments)
• Internet-based payment services (e-payments)
• Prepaid access products

Money transmission (or wire transfer)
• Western Union, MoneyGram
• Hawala
• Virtual assets (cryptocurrency)
• Money order products
• Currency exchange services
• Hand carried/courier 

NPPS also known as Money Services Businesses (MSB), Value Transfer 
Systems and Designated Non-Financial Businesses and Professions (DNFBP)
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Money Services Businesses (Generally)

Acting as a Principal or Agent (may only work from one location or international)
• Banking Services for the Unbanked
• May support payments from diaspora to specific countries 

Example: Hawala system to Somalia

• Remittances sent abroad are usually in small amounts
• Examples:

• Casas de Cambio
• Foreign Exchange Houses
• Banques de Checks
• Hawala
• Convertible Virtual Currency Exchanges - aka Virtual 

Asset Service Providers

Training Purposes Only ©2023 Loughnane Associates LLC
www.loughnaneassociates.com 

The MSB Registration Process

8
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MSB Types
• Activity based – not business based
• Money transmission (or wire transfer) 

services
• Fiat currency to/from Virtual Asset Service 

Providers (VASP)
• Money order products
• Check cashing services
• Traveler’s check products
• Currency exchange services
• Reloadable cards and services
• Stored value products

MSB KEY SERVICES LIST
(FinCEN)

401 Issuer of traveler's checks
402 Seller of traveler's checks
404 Issuer of money orders
405 Seller of money orders
408 Check casher
409 Money transmitter
413 Seller of prepaid access
414 Provider of prepaid access
415 Dealer in foreign exchange
499 Other
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MSB are 
required to 
register with 
FinCEN and 
as part of 
that 
registration, 
disclose 
their owner

Federal MSB Registration
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Federal MSB Registration
Registrant Information
• Legal business name
• Doing Business As (DBA)
• Address, city, state, country
• Employer identification number
• Tax Identification number
• Social Security number
• Email address
• Same for owner/controlling person

• Identification: DL, Passport
• Alien Registration

• State(s)/Territories to operate 
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Federal MSB Registration

• Number of branches
• Type(s) of service

• Include any “informal value transfer systems
• Operation as a mobile operator

• Number of “agents”

12

• Identify bank accounts
• Supporting documentation
• Authorized signatures
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FinCEN MSB Search
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MSB Registrant Search | FinCEN.gov. (n.d.). Financial Crimes Enforcement Network. https://www.fincen.gov/msb-registrant-search
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Herndon,
Virginia

Training Purposes Only ©2023 Loughnane Associates LLC
www.loughnaneassociates.com ©2020.  NW3C, Inc. d/b/a the National White Collar Crime Center. All rights reserved.



9

Training Purposes Only ©2023 Loughnane Associates LLC
www.loughnaneassociates.com ©2020.  NW3C, Inc. d/b/a the National White Collar Crime Center. All rights reserved.

Training Purposes Only ©2023 Loughnane Associates LLC
www.loughnaneassociates.com ©2020.  NW3C, Inc. d/b/a the National White Collar Crime Center. All rights reserved.



10

Training Purposes Only ©2023 Loughnane Associates LLC
www.loughnaneassociates.com 

Civil and Criminal Penalties for Operating an 
Unregistered Money Transmitting Business (FinCEN)

Failure to comply with 31 U.S.C. 5330 or  31 CFR 103.41
Civil penalty of $5000 for each violation, up to $5,000 for each day

(Whoever) (knowingly) (conducts, controls, manages, supervises, directs, or owns all 
or part) of (an unlicensed money transmitting business)

Shall be fined in accordance with this title or imprisoned not more than 5 years, or 
both. [18 U.S.C § 1960(a)]

Criminal: A (money transmitting business) which affects (interstate or foreign 
commerce) and (fails to comply with the money transmitting business registration 
requirements under section 31 U.S.C. 5330), or regulations prescribed under such 
section, 

Shall be fined or imprisoned not more than 5 years, or both. [18 U.S.C § 1960(b)(1)(B)]
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Foreign-Located Money Services Businesses 
FIN-2012-A001 (February 15, 2012)

If the MSB operates in the US, even if none of its agents, agencies, 
branches or offices are physically located in the U.S.:

💳 Subject to the same civil and criminal penalties for BSA violations 
💳 Each foreign-located MSB is required to appoint a person residing in 

the U.S. as an agent for service of legal process with respect to 
compliance with the BSA and its implementing regulations
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FinCEN Documentation 
Requirements
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MSB BSA Recordkeeping And Reporting 
Requirements Vary
Based upon the type and amount of MSB activity

• Transmitter - below $3,000 no real verification is required 
• At $3,000, Transmitter is required to maintain/retain more detailed transaction 

records
• Currency Exchange - at $1,000, requires detailed information retention
• At $10,000, all must file a CTR
• SAR filings are required
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SAR Form For MSBs

23

Catalog No. 34944N Rev. 3/01/11

FinCEN form 109
March, 2011 

Previous editions will not be 
accepted after September

2011

Suspicious Activity Report by 
Money Services Business

Please type or print. Always complete entire report. Items 

marked with an asterisk * are considered critical. (See instructions .) OMB No. 1506-0015

1 Check this box only if amending or correcting a prior report (see item 1 instructions) 1a Check this box if this is a recurring report

Part I Subject Information 2 Multiple subjects (see item instructions)

3 Subject type (check only one box) a Purchaser/sender b Payee/receiver c Both a & b d Other

*4 Individual’s last name or entity’s full name *5 First name 6 Middle initial

*7 Address

*8 City *9 State *10 Zip Code

_
*11 Country Code 

(If not US)

*12 Government issued identification (if available)

a Driver’s license/state I.D. b Passport c Alien registration z Other 

e Number f  Issuing state/country

*13 SSN/ITIN (individual) or EIN (entity) *14 Date of birth

/ /
MM DD YYYY

15 Telephone number

( )

Part II Suspicious ActivityInformation

*16 Date or date range of suspicious activity

From / / To / /
MM DD YYYY MM DD YYYY

*17 Total amount involved in suspicious activity a Amount unknown

$ , , , .00

*18 Category of suspicious activity (check all that apply)

a Money laundering b Structuring c Terrorist financing z Other (specify)

*19 Financial services involved in the suspicious activity and character of the suspicious activity, including unusual use (check all that apply).

a Money order b Traveler’s check c Money transfer

z Other e Currency exchange 

Check all of the following that apply

(1) Alters transaction to avoid completing funds transfer record (5) Individual(s) using multiple or false identification documents 

or money order or traveler’s check record ($3,000 or more) (6) Two or more individuals using the similar/same identification

(2) Alters transaction to avoid filing CTR form (more than $10,000) (7) Two or more individuals working together

(3) Comes in frequently and purchases less than $3,000 (8) Same individual(s) using multiple locations over a short time period

(4) Changes spelling or arrangement of name (9) Offers a bribe in the form of a tip/gratuity

(10) Exchanges small bills for large bills or vice versa

If mailing, send each completed SAR report to: A free secure e-filing system is available to file this report.
Electronic Computing Center - Detroit Go to http://bsaefiling.fincen.treas.gov/index.jsp for more
Attn:SAR-MSB information and to register.

P.O. Box 33117
Detroit, MI 48232-5980

• Subject information
• Purchaser/Sender, Payee/Receiver
• Standard KYC information
• Government issued ID 

• Suspicious Activity Details
• Date, Amount
• Category
• Financial Services Involved
• Nature (behavior) in activity

Training Purposes Only ©2023 Loughnane Associates LLC
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Part II Suspicious Activity Information, Continued 2

*20 Purchases and redemptions (check box “P” for purchase or box “R” for redemption)

Instrument P R Issuers Total Instruments Total Amount (US Dollars)  

Money Orders: $ .00

$ .00

$ .00

Traveler’s Checks: $ .00

$ .00

$ .00

Money Transfers $ .00

$ .00

$ .00

*21 Currency Exchanges: Tendered Currency/Instrument Country Received currency Country Amount (US Dollars)

If bulk small currency $ .00  

If bulk small currency $ .00

Part III Transaction Location 22 Multiple transaction locations

23 Type of business location (check only one) a Selling location b Paying location c Both

*24 Legal name of business 25 Doing business as

*26 Permanent address (number, street, and suite no.) *27 City *28 State *29 Zip Code

*30 EIN (entity) or SSN/ITIN (individual) *31 Business telephone number

( )
32 Country 

Code
(If not US)

33 Internal control/file number 
(If available)

Part IV Reporting Business 34 The Reporting Business is the same as the Transaction Location (go to Part V)

*35 Legal name of business 36 Doing business as

*37 Permanent address (number, street, and suite no.) *38 City *39 State *40 Zip Code

*41 EIN (entity) or SSN/ITIN (individual) *42 Business phone number (include area code)

( )
43 Country 

Code
(If not US)

44 Internal control/file number 
(If available)

Part V Contact for Assistance

*45 Designated contact office *46 Designated phone number (Include area code)

( )
47 Date filed (See instructions)

/ /
MM DD YYYY

48 Agency (If not filed by a Money Services Business)

• Location(s)
• Reporting Business
• Contact information
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Part VI Suspicious Activity Information - Narrative* 3

Explanation/description of suspicious activity(ies).This section of the report is critical. The care with which it is completed may determine whether or
not the described activity and its possible criminal nature are clearly understood by investigators. Provide a clear, complete and chronological description
of the activity, including what is unusual, irregular or suspicious about the transaction(s). Use the checklist below, as a guide, as you prepare your
description. The description should cover the material indicated in Parts I, II and III, but the money services business (MSB) should describe any other
information that it believes is necessary to better enable investigators to understand the suspicious activity being reported.

a. Describe conduct that raised suspicion. or any exchanges of a foreign currency were involved. If so, identify
b. Explain whether the transaction(s) was completed or only attempted. the currency, country, and sources and destinations of money.
c. Describe supporting documentation and retain such documentation m. Indicate any additional account number(s), and any foreign

bank(s)  for your file for five years. account numbers which may be involved in transfer of money.
d. Indicate a time period, if it was a factor in the suspicious transaction(s). n. Identify any employee or other individual or entity (e.g., agent) 

For example, specify the time and whether it occurred during AM or suspected of improper involvement in the transaction(s).
PM. If the activity covers more than one day, identify the time of day o.  For issuers, indicateif the endorser of money order(s) and/or
when such activity occurred most frequently. traveler’s check(s) is different than payee. If so, provide the individual

e. Retain any admission or explanation of the transaction(s) provided by or entity name; bank’s name, city, state and country; ABA routing 
the subject(s) or other persons. Indicate when and to whom it was number; endorser’s bank account number; foreign non-bank name 
given. (if any); correspondent bank name and account number (if any); etc.

f. Retain any evidence of cover-up or evidence of an attempt to p. For selling or paying locations, indicateif there is a video recording 
deceive federal or state examiners, or others. medium or surveillance photograph of the customer.

g. Indicate where the possible violation of law(s) took place (e.g., q.  For selling or paying locations,if you do not have a record of a
main office, branch, agent location, etc.). government issued identification document, describe the type, issuer

h. Indicate whether the suspicious activity is an isolated incident or and number of any alternate identification that is available (e.g., for a 
relates to another transaction. credit card specify the name of the customer and credit card number.)

i. Indicate for a foreign national any available information on subject’s r.  For selling or paying locations,describe the subject(s) if you do not  
passport(s), visa(s), and/or identification card(s). Include date, country, have the identifying information in Part I or if multiple individuals use 
city of issue, issuing authority, and nationality. the same identification. Use descriptors such as male, female, age, etc.

j. Indicate whether any information has been excluded from this s. If amending a prior report, complete the form in its entirety and note 
report; if so, state reasons. the changes here in Part VI.

k. Indicate whether any U.S. or foreign instrument(s) were involved. t. If a law enforcement agency has been contacted, list the name of the 
If so, provide the amount, name of currency, and country of origin. agency and the name of any person contacted, their title, their

l. Indicate whether any transfer of money to or from a foreign country, telephone number, and when they were contacted.

Supporting documentation should not be filed with this report. Maintain the information for your files.
Enter the explanation/description narrative in the space below. If necessary, continue the narrative on a duplicate of this page or a blank page. 

Tips on SAR form preparation and filing are available in the SAR Activity Reviews at w ww.fincen.gov/pub_reports.html.

Legal disclaimers will not be included in this narrative.

• Narrative
• Some guidance and form 

explanation
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State Registration Information

26
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Typical Applicant Information

• Audited financial statements of the 
applicant business and any subsidiaries

• Personal financial records of all 
directors, principal officers, owner or 
10% shareholders (“Control Persons”)

• Records of occupations for all Control 
Persons for the last fifteen years, 
including any disciplinary actions taken 
by any employer

• List of all lawsuits or criminal complaints 
against any Control Person in the last 
fifteen years

• Comprehensive compliance policy 
AML/KYC

• Compliance Officer
• IT infrastructure
• Proforma and financial projections 

over 2-3 year period
• Source of funds
• Banking relationship
• Bonding
• Third-party criminal and civil 

background checks
• Fingerprints of Control Persons

S. (2021, March 17). Virginia Money Transmitter License. Money Transmitter Law. https://moneytransmitterlaw.com/state-laws/virginia/
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S. (2021, March 17). Virginia Money Transmitter License. Money Transmitter Law. https://moneytransmitterlaw.com/state-laws/virginia/
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Virginia

Chapter 19 of Title 6.2 of the Code of Virginia requires the licensing of persons 
wishing to engage in the business of selling money orders or providing money 
transmission services to any consumer residing in the Commonwealth of Virginia, 
whether or not the person has a location in the Commonwealth.

Nationwide Licensing System Resource Center (NMLS)
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Who Is Required to Have This License in VA?

• Any person who engages in the business of selling money orders or providing money 
transmission services to a resident of the Commonwealth of Virginia, whether or not the 
money order seller or money transmitter has a location in the Commonwealth. 

• Who Is Not Required to Have This License? 
1. The United States, or any department, instrumentality or agency thereof; 
2. Any state, or any department, instrumentality, agency, locality, municipality, or political 
subdivision 
3. Any bank, trust company, savings institution, or credit union operating under the laws of the 
United States or any state or territory thereof, or other person to the extent the person provides 
money transmission services as an agent of one or more banks, trust companies, savings institutions, 
or credit unions operating under the laws of the United States or any state or territory thereof; 
4. Any private security services business, licensed under § 9.1-139, that transports or offers to 
transport money; 
5. Any entity that has been explicitly designated in a written agreement as an agent of any 
governmental authority or unit identified in subdivision 1 or 2, provided that any funds collected by 
the agent shall be deemed for all purposes to be received by the governmental authority or unit; or 
6. Any authorized delegate of a licensee.
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Some (not all) that is needed for VA
• Submission of Company Form
• Financial Statements (audited)
• If a start-up, audited beginning balance sheet showing $200,000 net worth
• Authorized Agents (Delegates)
• Locations (branches)
• Other Trade Name/Forced Trade Name
• Registered Agent
• Primary Contact Employees
• Non-Primary Contact Employees

• Accounting, Exam Billing, Licensing, Consumer Complaint (Public), Exam Delivery, Litigation, Consumer Complaint 
(Regulatory) Legal, Pre-Exam Contact

• Approvals and Designations (FinCEN confirmation number
• Credit Reports
• Criminal History Checks
• Surety Bond **

Training Purposes Only ©2023 Loughnane Associates LLC
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Large Money Transmitters

32
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Western Union Services

Services:
• Money Transmitter
• Pay bills Online (Biller, amount, account 

#)

• Phone Reloads (name and number of 
account)

• Netspend (MasterCard) debit card
• Mobile App

Training Purposes Only ©2023 Loughnane Associates LLC
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• You may be required to provide government-
issued identification, depending on the service, 
sent amount, and the destination of the money 
transfer. Secondary ID may also be required for 
some transactions (e.g., residence status 
document or country of birth information)

• “Test Question”

• Originator First/Last Name
• Originator Address
• Originator Phone
• Originator Signature
• Amount
• Loyalty/Rewards Info

• Receiver’s First/Last Name
• Receiver’s phone number
• Receiver’s country code
• Loyalty/Rewards Info

Under $999: No photo id required
Cash to Mobile limited to $500
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A. Service and Processing of Subpoenas  from federal, state and local law enforcement agencies in the United 
States requesting records relating to money transfers or money orders must name “Western Union Financial 
Services, Inc.” and may be served by emailing a signed PDF copy of the subpoena to subicw@westernunion.com
OR mailing them to: 

Western Union Financial Services, Inc. Custodian of Records
Legal – HQ 8
7001 E Belleview Ave 
Denver, CO 80237 

Western Union does not accept service of subpoenas via facsimile. 
All subpoenas must be accompanied by the full name, title, mailing address, email address, phone number and 
facsimile number of the person and/or entity issuing the subpoena 
Full name, title, mailing address, email address, phone number and facsimile number of the person to whom 
documents should be sent. 

Western Union Subpoenas

Training Purposes Only ©2023 Loughnane Associates LLC
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1.1. U.S. Law Enforcement must serve their Request on MoneyGram Payment 
Systems, Inc. and may be e-mailed to: Subpoena@moneygram.com

1.2. While e-mail is preferred, MoneyGram also accepts service from U.S. Law 
Enforcement by facsimile (866) 955-6406 or by mail to:

MoneyGram Payment Systems, Inc.
Subpoena Operations
1550 Utica Avenue South
Minneapolis, MN 55416

1.3. MoneyGram's U.S. Law Enforcement contact phone number: +1 (952) 541-
4070

MoneyGram Subpoena
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MoneyGram (Legal Agreement)

• 2.4. In order to use the Service, the Sender must set up a profile through our 
Website or the App (“Profile”). The Sender is required to update their personal 
information contained in the Profile in case of any changes before making a 
Transfer. To close a Profile please contact our customer service helpline.

• 5.3. To collect the Receive Amount, the intended Recipient will be asked to identify 
themselves by providing an identification document and their own details, the 
Sender’s name, country of origin, the Receive Amount and the Reference Number 
(“Collection Details”). Cash payment shall be made to the person that our agents 
and partners deem entitled to receive the Receive Amount after examination of 
the identification document. The identification requirements for Recipients vary 
by country.

Single Maximum: $10,000
Two Transfers/Day Maximum

Training Purposes Only ©2023 Loughnane Associates LLC
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Records for Subpoena Network And/Or Agent

• Verify if the scope includes any agents
• Electronic Wire Transfer Data
• Copies of MoneyGram Money Orders
• Original Send and Receive Forms
• Money Order Transaction Logs
• Currency Transaction Reports
• Communications and emails with agents
• Suspicious Activity Reports and Support Records
• AML Compliance Program
• Other
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Smaller Money Transmitters

41
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Smaller Payment 
Services

Official checks should 
not be more than 
$3,000

Transactions more than 
$550 should be made in 
Personal, Official, or 
Cashier’s check

Banks
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Sender (“Originator”) 

MSB 1 Intermediary

Receiver 

ODFI
(MSB 1 Account)

MSB2 Intermediary

RDFI
(MSB 2 Acct)

ACH

Smaller Payment Services Providers 
Likely Use Financial Institutions/ACH

Training Purposes Only ©2023 Loughnane Associates LLC
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TRAC

44
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Southwest Border Transaction Record Analysis Center

• “Data is just that, its data…How you use 
it in conjunction with your other 
investigative resources, then it becomes 
intelligence.”

- Rich Lebel, director of the Southwest Border 
Transaction Records Analysis Center (2020)
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The TRAC Data System

• Transactions in amounts of $500 
or more. 

• Person to Person transactions 
(not commercial) in identified 
Southwest Border Area:

• California 
• Arizona 
• New Mexico 
• Texas
• Country of Mexico

The TRAC Data System is a centralized 
searchable database containing 
subpoenaed financial transactions 
(money transfers) from several global 
money services businesses (MSBs). 

Portal:  https://www.swbtrac.com
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Hawala

47
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Hawala

Balance Books
Anything of 

Value

Settlement methods may be outside the banking system, 
including trade, cash and long-term net settlement. 

Subject to their registration, IVTS can operate legally in the UK. 
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Currency Dealers And Exchanges

49
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Currency Dealers Or Exchangers

• Provides many of the services of a bank or other financial 
institutions

o Funds transmission, check cashing, money orders, 
temporary custody of funds on deposit

o “Retail” “Over the Counter” “Vault” 
• BSA requires maintenance of information concerning 

currency dealing starting at $1,000 
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Information Maintained For Exchanges Over $1000

• Customer’s name and address
• Passport number or Taxpayer Identification Number
• Date and amount of the transaction
• Currency name, country, and total amount of each 

foreign currency 
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Check Cashers, Money Orders, 
Mobile Banking, and ATMs
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Check Cashers

• Defined as a person engaged in the business of cashing checks 
• Other Services - In many cases, the check casher acts as an 

agent of a money transmitter (or several money transmitters 
for different services, e.g., remittances, bill paying, and sale of 
money orders) to complement check cashing services 
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Money Orders/Traveler’s Checks

• A Seller or Redeemer of Money Orders/Traveler’s Checks is a MSB

• These are negotiable instruments sold through Sales Agents

• Generally issued by national companies, but small businesses may 
issue their own money orders

• Money orders are sold through agents
Amount is usually limited by policy
Sales Agent must maintain sales record

Money Orders: Postal 70% of US Market $165 billion in 2014
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Money Order USPS Case Study: Cindy Omidi

• Cindy Omidi, 66

• Convicted in October 2014 of structuring

• Mother to Michael and Julian Omidi, once operated 
1-800-GET-THIN

• USPS provided evidence to this case – testified at 
trial

Training Purposes Only ©2023 Loughnane Associates LLC
www.loughnaneassociates.com 

Detail Of Money Order Purchase
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https://www.mysanantonio.com/news/local/article/LA-man-to-admit-laundering-more-than-half-a-14379989.php
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Private ATM’s: Independent Sales 
Organization
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ISO places cash into ATMs, typically 
from a business account

Customers make withdrawals

Customer FI transfers funds 
+ fee to

ISO Business Account

ATM makes connection 
with Customer
FI, confirms availability, 
dispenses cash
MONEY DOES NOT MOVE!

ISO Business Account: Bank 

4

3

21

5
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