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Value Tonches Everything

Learning Objectives:

TLO: Describe the roles of Gatekeepers and the value to financial investigations.

ELO 1 Describe the role of remittance systems.

ELO 2 Explain the FinCEN process and oversight of MSBs.

ELO 3 Explain the process of MSB approval at the state level.

ELO 4 Explain the BSA regulations with regard to MSB reporting.

ELO5 Describe the process of large money transmitters, small money transmitters,
and hawala systems.

ELO 6 Explain the Southwest Border Record Analysis Center.




The Value of Alternate
Remittance
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Legitimate Purposes of Remittance OECD

ORGANISATION <<‘
@ Pure altruism (concern for family back home) CO-OPERATION
. AND DEVELOPMENT OECD
@ Pure self-interest
@ Implicit family agreement: co-insurance and loan

Migrant’s saving target - Money Does Not

g glarg

ove Without a
Purpose

@ Portfolio management decisions

Always ask, “Why is the money going there?”
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Banking For The Unbanked. Pew Institute (2019 data)
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Services — Remittance Transfer Systems

New Payment Product Systems (NPPS)
* Mobile payments (m-payments)
* Internet-based payment services (e-payments)
* Prepaid access products

e Money transmission (or wire transfer)
- * Western Union, MoneyGram

* Hawala

* Virtual assets (cryptocurrency)

* Money order products

* Currency exchange services

* Hand carried/courier

NPPS also known as Money Services Businesses (MSB), Value Transfer
Systems and Designated Non-Financial Businesses and Professions (DNFBP)




Money Services Businesses (Generally)

Acting as a Principal or Agent (may only work from one location or international)
* Banking Services for the Unbanked

®* May support payments from diaspora to specific countries
Example: Hawala system to Somalia

Remittances sent abroad are usually in small amounts

®* Examples:

* (Casas de Cambio
Foreign Exchange Houses
Banques de Checks
Hawala

Convertible Virtual Currency Exchanges - aka Virtual
Asset Service Providers

The MSB Registration Process
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MSB Types

MSB KEY SERVICES LIST
(FinCEN)

401 Issuer of traveler's checks
402 Seller of traveler's checks
404 Issuer of money orders

405 Seller of money orders
408 Check casher

409 Money transmitter

413 Seller of prepaid access
414 Provider of prepaid access
415 Dealer in foreign exchange
499 Other

* Activity based — not business based

* Money transmission (or wire transfer)
services

* Fiat currency to/from Virtual Asset Service
Providers (VASP)

* Money order products

* Check cashing services

* Traveler’s check products

* Currency exchange services

* Reloadable cards and services
* Stored value products

R

Federal MSB Registration
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Registrant Information

* Legal business name

* Doing Business As (DBA)

* Address, city, state, country

* Employer identification number
* Tax ldentification number

* Social Security number

* Email address

* |dentification: DL, Passport
* Alien Registration

* State(s)/Territories to operate

Training Purposes Only

» Same for owner/controlling person

Federal MSB Registration

FinCEN Form 107 Registration of Money
i Services Business

Previous edibons will Aot be Please type of prinl.  Always complete entire reporl.
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Federal MSB Registration

* Number of branches
* Type(s) of service

* Operation as a mobile operator
* Number of “agents”

Identify bank accounts
* Supporting documentation
* Authorized signatures

Training Purposes Only

* Include any “informal value transfer systems
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FinCEN MSB Search

EBAR(FinCEN
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MSB Registrant Search

The MSB Registrant Search Web page contains entities that have registered as Money Services Businesses (MSBs) pursuant to the Bank Secrecy Act (BSA) regulations at 31 CFR
1022.380(a)-{f), administered by the Financial Crimes Enforcement Network (FInCEN).

You cannot register as an MSB on this Web page. All MSB must be through the BSA E-Filing System.

The MSB Registrant Search Web page reflects information exactly as provided by the registrant. Posted entries should include: (1) legal nas "doing business as”

gl me, (2)
name (if applicable), (3) Registrant’s address, (4) MSB activities in which the Registrant engages, (5) states in which the Registrant engages in MSB acuvvues ©) nllmbﬁl of branches, (7) dale
the registration form was signed, and (8) date the registration form was received.

+ The MSB Registrant Search Web page is the public information source for MSBs registered with the Financial Crimes Enforcement Network (FInCEN).
« MSB acknowledgement letters will not be sent to MSBs. FInCEN will not provide facsimiles or coples of filed Registration of Money Services Business (RMSB) Form 107s.

may be on or multipie fields. Search criteria must be entered exactly as submitted on the Registration of Money Services Business (RMSB) Form 107,
Vanalions in abbreviations or spellings could result in negative search results. If you initially receive a negative search result, please try searching again using the state or zip code field.
For best results, please enter an MSB Registration Number.

« Click on the highiighted Legal Name link on the search results page to generate a printable PDF document that contains the registration status information.

Hnaw dn | caarch far MGR MSB REGISTRATION NUMBER/DCN
Registration Information? LEGAL NAME
DBA NAME
Start by entering complete or 'STREET ADDRESS
partial information in one or
more of the search fileds ony
STATE B
Ciick the [Search ] bution w
MSB ACTIVITIES (MSB Servicos Koy List) %]
On the RESULTS PAGE: click P SRS
the desired MSB's LEGAL NAME FOREIGN LOCATION B
to retrieve its printable

registration information

Search Reset

MSB Registrant Search | FinCEN.gov. (n.d.). Financial Crimes Network. https: fincen. b-registrant-search




ALL STATES
&
STATES OF [TERRITORIES|
STREET MSB MSB &FOREIGN | FOREIGN #0F AUTH RECEIVED
DBA NAME ADDRESS cmy STATE ACTIVITIES | ACTMVITIES FLAG LOCATION | BRANCHES | SIGN DATE DATE
AV HERNDON VA 20170

1082 ELDEN 405408400 VA 172672019 1/26/2019
ST
DIANA'S 1110 ELDEN HERNDON VA 20170 405408400 VA 12/28/2020 1272812020
BOUTIQUE & STREET,
SERVICH SUITE 103
INC.
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LANE FLFMGAGU
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KY LAMAMD
ME MH MI MN
MO MPMS
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NH NJ NM NV
OH OK OR PA
. . . PRPW RISC
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|r |n|a VAVIWI WY
wy
MELGARLLC MEGAGIROS G00ELDEN HERNDON VA 20170 408409 VA 1203172020 123112020
STREET
1141 Eiden St. Hemndon VA 20170 408 409 VA 2 02/07/2019 0210772019
STE 1021103
1141 Eden St Homdon VA 20170 408409 VA 032872019 03/28/2019
suite 102/103
Eiden Market 1141 Elden St Hemdon VA 20170 408 409 VA 032872019 0372872019
‘and Del suitem
102/103
784 C HERNDON VA 20170 408409 VA 1202602020 1272612020
CENTER ST
Herndon 1110F Eden Hemdon VA 20170 AD5 408400 VA 12202019 1272012019

Associales Check Cash St Suite 100

1110ELDEN HERNDON VA 20170 405408409 VA 01/08/2021 01/28/2021
) INC ST SUITE 105
B CAPITAL SPEEDY 1031 HERNDON VA 20170 409 VA 120052020 120572020
SYSTEMS STERLING
LLC ROAD. SUITE
201
VARIEDADES 1228 ELDEN HERNDON VA 20170 408409 VA 12232020 1212372020
Ci INA 8T
Le
VARIEDADES 902 ALABAMA HERNDON VA 20170 408409 VA 127282020 12/28/2020
RUBI INC DR #104

2020. NW3C, the Natior

Financial Crimes Enforcement Network
Department of the Treasury

MSB Registration Status information

Date: 0415/2021

The inclusion of a business on the MSB Registrant Search Web page is not a recommendation,

of or of the business by any govemment agency.
mse age, y (s
pursuant to the Bank Secrocy Act (BSA) reguiations at31 GFR 1022 380(a)-(). " (FinCEN).
MSD rogistrant

FinCEN
FnCEN. f an error
on i ste, corracting &

MSB Regietrasion Number: 3100160080808
Ragiauaton Typa: Renawal

Legal Name: KELVIN BOON LLC

DBA Nare:

Stest Adérsss: 13528 DAVING! LANE
Ciy: HEANDON

Ste: VIRGINIA
Zip: 20171 Fad
fwd

E—)
E—)

Stee of MSB Activities:

Alaska, Amarican Samoa, Arizona, Arkansas, Cakfomia, Colorado, Delawars, Distict Of Columbia, Fadarated Stanes Of Micronasia, Florida,
Goorgia, Guarm, Idaho, linois, Indiana, low, Kansss, Kentucky, Louisian, Mains,

Marshall isiands. Maryland, Massachussts, Michigan, Minnesota, Mississippi, Missouti, Montana, Nebraska, Nevada,

New Hampahire. Now Jeraey, New Maxico. North Carolina. North Dakota, Northern Mariana lelanda, Ohio, Oklahoma, Oregon, Palau,




State Corporation Commission
Clerk's Information System

Entity Information

Entity Name:

Entity Type:
Formation Date:

VA Qualification Date:
Industry Code:
Jurisdiction:

Registration Fee Due Date:

Registered Agent Information

Kelvin Boon LLC

Limited Liability Company
07/16/2013

07/16/2013

0 - General

VA

Not Required

: Individual

Member or
Company

of the Limited Liability

: RAJESH PAVITHRAN

Entity ID:

Entity Status:

Reason for Status:

Status Date:

Period of Duration:
Annual Report Due Date:
Charter Fee:

Locality:

Registered Office Address:

Privacy Policy | Contact Us

/a the National White Collar Crime Center. All rights reserved.

54631281
Active
Active
08/19/2019
Perpetual
N/A

N/A

FAIRFAX COUNTY

13528 DAVINCI LANE, HERNDON, VA, 20171 - 0000, USA




Civil and Criminal Penalties for Operating an
Unregistered Money Transmitting Business (FinCEN)

Failure to comply with 31 U.S.C. 5330 or 31 CFR 103.41
Civil penalty of S5000 for each violation, up to $5,000 for each day

(Whoever) (knowingly) (conducts, controls, manages, supervises, directs, or owns all
or part) of (an unlicensed money transmitting business)

Shall be fined in accordance with this title or imprisoned not more than 5 years, or
both. [18 U.S.C § 1960(a)]

Criminal: A (money transmitting business) which affects (interstate or foreign
commerce) and (fails to comply with the money transmitting business registration
requirements under section 31 U.S.C. 5330), or regulations prescribed under such
section,

Shall be fined or imprisoned not more than 5 years, or both. [18 U.S.C § 1960(b)(1)(B)]

n
bl

’2'

Foreign-Located Money Services Businesses
FIN-2012-A001 (February 15, 2012)

If the MSB operates in the US, even if none of its agents, agencies,
branches or offices are physically located in the U.S.:

Subject to the same civil and criminal penalties for BSA violations

Each foreign-located MSB is required to appoint a person residing in
the U.S. as an agent for service of legal process with respect to
compliance with the BSA and its implementing regulations

# OF AUTH RE
ON | BRANCHES | SIGN DATE
[ 03¢

MP PR PW VI

10



FINCEN Documentation
Requirements

MSB BSA Recordkeeping And Reporting
Requirements Vary

Based upon the type and amount of MSB activity

* Transmitter - below $3,000 no real verification is required

* At $3,000, Transmitter is required to maintain/retain more detailed transactior

records
* Currency Exchange - at $1,000, requires detailed information retention
* At $10,000, all must file a CTR
* SAR filings are required

11



SAR Form For MSBs

Suspicious Activity Report by
Money Services Business

P e e or i Ay compits v epr. s

rod critcal. (Se0 instructions )

T[] Croc tis box oy 1 erocions) 1a [] Ghook s box 1

tiypo.(chock only

* Subject information
* Purchaser/Sender, Payee/Receiver
¢ Standard KYC information

* Governmentissued ID = A (‘) —

c [Joomaas & O omer

&t el

[ Terorstfinancing 2 [] Other (specity)

* Suspicious Activity Details T
* Date, Amount ‘ '
» Category - oD
* Financial Services Involved ‘ P P—

1 funds tanster rscors(5) [ I
2,000 ormore) @) [ T

an 10,000 ) (1 7

) sing mutls ocatons over  shot tma period

* Nature (behavior) in activity et s

Gataiog No. 34044N =X

fious Aty nformaton, Gotinued

20 Purchases and redemptions (check box “P" for purchase or box “R" for redemption)

woney orders: (] [ J— 8. 20
oo N s o
H oo N s
* Location(s) == - .
. . oo J— s
* Reporting Business 00 - .
. . Money Transters [] [ J— 5. oo
* Contact information oo — =
Transaction Location 22 [] Mutpe ransacton catons
23 Type of business locaton (check only one)  a [] Selling location b [] Paying location o [J soth

32 Courtry 3 Iniemal controlie number

730 EIN (eniy) or SSNITIN (ndvidua) |31 Business telephone number
L Code (ravaiable)
T N (G D T O A A Y (1T

[EEIVA Reporting Business 3¢ [] The Reportng Business s the same as the Transacton Locaion (go o Par )

*35 Logal name of business 36 Doing business as.

37 Pemanent address (number, steet, and suite no) | 38 Ciy, *39 Stto] “40 Zip Gode

4 niernal controlfie number
ravaiable)

43 Country
o e

“42 Business phone, area code)

Chiriii=i

(fnotus)

LEUA'A Contact for Assistance
*45 Dosignated contact offce “46 Designated phone number (include area code)

Ciddbd—iigid

47 Date fied (see nsiructions)

35 Agency (1 ot fled by a Money Services Business)

the National White Collar Crime Center. All




[PPIN  suspicious Activity Information - Narrative*

s secton of the report s gritical may delermine whetheror
nvesitalors, Provide a Gear, compiele and cronological descrpton
of he aciiy, incucing whal is unusual, iregular or suspicious about the Uransacton(). Usa the checklst boiow, a5 a guide, as you prepare your

description. The dosciption should cover in Parts |, Il and I
£ Doseriooconducnal s susicion o any exchanges of aforsign curnecy werenvolved. s, deniy
ol thocurency,
. c m foroign
° bank(s) for your fle for ive years. ot numbors ey e el tantr o ey
d. wasa n individual or entity (e.g., agent)
Eor enampe, spody e Wor
more than one day. day o For

hen soch sy ocoared ot gty

* Some guidance and form o R

{f any)coresponcesank namo and accoun numbor (1 any) o

. f. Relamanyewdencemcmeruporemdencen/sna«emnﬂo . Forslingor eing octons st hr e 5
explanation o S N T e A
1. Indicate whether any ransier of maney 10 of fom & foreign country, telephone number, and when they were contacted.
upporting not b 'H dwlth (hl report. Maintai for your file

e on S o preparaton ans g o vl o SAR ACity Reviws o e Govipab. epore et
Legal disclaimers will not be included in this narrative.

a the National White Collar Crime Center. All rights reserved.

State Registration Information
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Typical Applicant Information

* Audited financial statements of the * Compliance Officer
applicant business and any subsidiaries IT infrastructure

* Personal financial records of all . - . S
; Y . Proforma and financial projections
directors, principal officers, owner or over 2-3 year period

10% shareholders (“Control Persons”)

« Records of occupations for all Control ~ * Source of funds
Persons for the last fifteen years, * Banking relationship
including any disciplinary actions taken Bondi
by any employer onding

« List of all lawsuits or criminal complaints® Third-party criminal and civil

against any Control Person in the last background checks

fifteen years * Fingerprints of Control Persons
* Comprehensive compliance policy

AML/KYC

S. (2021, March 17). Virginia Money Tr jtter License. Money Transmitter Law. https://monevtransmitterlaw.com/state-laws/virginia/

)

Home Money Transmitter Statutes Cryptocurrency Statutes About Contact Us

Download Now

shipkevich

eBook | Regulatory Guide To Money Transmission & Payment Laws In The U.S

@)

REGULATORY GUIDE TO
MONEY TRANSMISSION

PAYMENT LAW
. INTHE U.S.* o Virginia Money Transmitter Laws

Alabama

Who needs to register?
Alabama
Alaska
Arizona

" Arkansas

Who is the regulator?
California

Virginia Bureau of Financial Institutions
Aalaendn

S. (2021, March 17). Virginia Money Transmitter License. Money T itter Law. https://1 y itterlaw.com/stats /virgini
)
|

14



Virginia

Chapter 19 of Title 6.2 of the Code of Virginia requires the licensing of persons
wishing to engage in the business of selling money orders or providing money
transmission services to any consumer residing in'the Commonwealth of Virginia,
whether or not the person has a location in the Commonwealth.

Nationwide Licensing System Resource Center (NMLS)

Who Is Required to Have This License in VA?

* Any person who engages in the business of selling money orders or providing money
transmission services to a resident of the Commonwealth of Virginia, whether or not the
money order seller or money transmitter has a location in the Commonwealth.

* Who Is Not Required to Have This License?
1. The United States, or any department, instrumentality or agency thereof;

2. Any state, or any department, instrumentality, agency, locality, municipality, or political
subdivision

3. Any bank, trust company, savings institution, or credit union operating under the laws of the
United States or any state or territory thereof, or other person to the extent the person provides
money transmission services as an agent of one or more banks, trust companies, savings institutions,
or credit unions operating under the laws of the United States or any state or territory thereof;

4. Any private security services business, licensed under § 9.1-139, that transports or offers to
transport money;

5. Any entity that has been explicitly designated in a written agreement as an agent of any
governmental authority or unit identified in subdivision 1 or 2, provided that any funds collected by
the agent shall be deemed for all purposes to be received by the governmental authority or unit; or
6. Any authorized delegate of a licensee.

15



Some (not all) that is needed for VA

* Submission of Company Form

* Financial Statements (audited)

* If a start-up, audited beginning balance sheet showing $200,000 net worth
* Authorized Agents (Delegates)

* Locations (branches)

e Other Trade Name/Forced Trade Name

* Registered Agent

* Primary Contact Employees

* Non-Primary Contact Employees

* Accounting, Exam Billing, Licensing, Consumer Complaint (Public), Exam Delivery, Litigation, Consumer Complaint
(Regulatory) Legal, Pre-Exam Contact

* Approvals and Designations (FinCEN confirmation number
* Credit Reports

* Criminal History Checks

* Surety Bond **

Large Money Transmitters

16



nUniontWu Send money  Pick up cash @ EN  Register Q

Services:
* Money Transmitter

* Pay bills Online (Biller, amount, account

BT yolu #)
ey * Phone Reloads (name and number of
ur ful account)

* Netspend (MasterCard) debit card

k * Mobile App o

b g
4
- [
Be informed. Be aware. Protect yourself from ) N
ol
o)
Ways to send money Ways to receive money
L
Send online Send with our app Send in person
Log in or sign up and create Send money, pay bills, check Transfer money in person from more
your profile for free to send exchange rates, or start a transfer in than 57,000 Western Union® U.S.
money online. the app and pay in-store—all on the agent locations®.
go.
Learn more Find out more Find locations

©2020. NW3C, Inc. d/b/a the National White Collar Crime Center. All rights reserved.




Send Money Online

o j countnyand send amount Send money from your smartphone with our money transfer app
X s Q

Send amount Receive amount
400 uso 2 100.00 PHP™

Send up 0 5,000.00 USD _

Track your transfer

Easily trock your transfer onour Gpp using your
tracking number (MTCN) and get notified
‘when your recipient collects the funds.

Cash pickup Bank Deponit!0+ 2! ===

How would you like to pay? 31

How does your recelver want the money?

@® Pay online

Simple card scanning

Credit Card Debit Card Wire transfer
Quickly set up your card payment and avoid
1Business days © | |1Businessdays'©| [} Busipess days " service time mistakes by simply scanning your credit or
Fee® 12. Fee? 8,00 USD < Fee:NA debit cord using the camera on your device.

© | have a promo code

©2020. NW3C, Inc. d/b/a the National White Collar Crime Center. All rights reserved.

[

I il =t You may be required to provide government-
issued identification, depending on the service,

1235

WESYIHHH
| IHH”NH m e | | I||| |‘
Sand Maney .
rouin

me

:.: ' — sent amount, and the destination of the money
= I transfer. Secondary ID may also be required for
oney, complet some transactions (e.g., residence status
o | 5 document or country of birth information)
T * “Test Question”

' ‘ * Originator First/Last Name ¢ Receiver’s First/Last Name
B s * Originator Address * Receiver’s phone number
B e * Originator Phone * Receiver’s country code
e Lot ! * Originator Signature * Loyalty/Rewards Info

* Amount

* Loyalty/Rewards Info

Under $999: No photo id required
Cash to Mobile limited to $500

©2020. NW3C, Inc. d/b/a the National White Collar Crime Center. All rights reserved.
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Western Union Subpoenas

A. Service and Processing of Subpoenas from federal, state and local law enforcement agencies in the United
States requesting records relating to money transfers or money orders must name “Western Union Financial
Services, Inc.” and may be served by emailing a signed PDF copy of the subpoena to subicw@westernunion.com
OR mailing them to:

Western Union Financial Services, Inc. Custodian of Records
Legal -HQ 8

7001 E Belleview Ave

Denver, CO 80237

Western Union does not accept service of subpoenas via facsimile.

All subpoenas must be accompanied by the full name, title, mailing address, email address, phone number and
facsimile number of the person and/or entity issuing the subpoena

Full name, title, mailing address, email address, phone number and facsimile number of the person to whom
documents should be sent.

i)
MoneyGram Subpoena
1.1. U.S. Law Enforcement must serve their Request on MoneyGram Payment
Systems, Inc. and may be e-mailed to: Subpoena@moneygram.com
1.2. While e-mail is preferred, MoneyGram also accepts service from U.S. Law
Enforcement by facsimile (866) 955-6406 or by mail to:
MoneyGram Payment Systems, Inc.
Subpoena Operations
1550 Utica Avenue South
Minneapolis, MN 55416
1.3. MoneyGram's U.S. Law Enforcement contact phone number: +1 (952) 541-
4070
i)
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MoneyGram (Legal Agreement) | single Maximum: $10,000

Two Transfers/Day Maximum

* 2.4. In order to use the Service, the Sender must set up a profile through our
Website or the App (“Profile”). The Sender is required to update their personal
information contained in the Profile in case of any changes before making a
Transfer. To close a Profile please contact our customer service helpline.

* 5.3. To collect the Receive Amount, the intended Recipient will be asked to identify
themselves by providing an identification document and their own details, the
Sender’s name, country of origin, the Receive Amount and the Reference Number
(“Collection Details”). Cash payment shall be made to the person that our agents
and partners deem entitled to receive the Receive Amount after examination of
the identification document. The identification requirements for Recipients vary
by country.

Records for Subpoena Network And/Or Agent

* Verify if the scope includes any agents

* Electronic Wire Transfer Data

* Copies of MoneyGram Money Orders

* Original Send and Receive Forms

* Money Order Transaction Logs

* Currency Transaction Reports

* Communications and emails with agents

* Suspicious Activity Reports and Support Records
* AML Compliance Program

* Other




Smaller Money Transmitters

¢

Smaller Payment
Services

Transactions more than
$550 should be made in
Personal, Official, or
Cashier’s check

Official checks should
not be more than
$3,000

TR

*

The Reputable
Money Transmitter
in‘the U.S.

Welcome to

First African Remittances

An Authorized Delegate of Shaka Express Corp.
Transmitting Money To Ghana and Other African Countries
From Maryland

CASH TRANSACTION: Transactions more than $550.00 should be made in Personal, Official or Cashier's check.

CHECK TRANSACTION: Personal, Cashier'stor Bank Official checks should not be more than $3,000.00 for the

ransmitted amount.
Maryland Address

3321 Toledo Terrace, #202

Hyattsville, Maryland 20782

Tel: (307) 853-7245, 301-853-7246
Email: info@firstafricanremittancesus.com
WORKING HOURS:
Monday - FrldaY 10:00 am to 6:00 pm
Saturda) 0:00 am to 2:00 pm
unday closed

PAYMENT LOCATIONS OR PICKUP BANK
Access Bank, Agricultural Development Bank (ADB), First
Atlantic Bank, ECO Bank and OmniBSIC Bank

©2020. NW3C, Inc. d/b/a the National White Collar Crime Center. All rights reserved.
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Smaller Payment Services Providers
Likely Use Financial Institutions/ACH

(MSB 1 Account) (MSB 2 Acct)

= MSB2 Intermediary
MSB 1 Intermediary | h
ACH

Sender (“Originator”)

Receiver

Training Purposes Only

©2023 Loughnane Associates LLC , s
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S

TRAC

Training Purposes Only

©2023 Loughnane Associates LLC , s
'

www.loughnaneassociates.com gy
S

22



Southwest Border Transaction Record Analysis Center

» “Data is just that, its data...How you use

it in conjunction with your other

investigative resources, then it becomes

intelligence.”

- Rich Lebel, director of the Southwest Border

Transaction Records Analysis Center (2020)

Transaction Record Analysis Center Intelligence Report
TRAC Data System-User Interface

The TRAC Data System

 Transactions in amounts of $500
or more.

* Person to Person transactions
(not commercial) in identified
Southwest Border Area:

* California

* Arizona

* New Mexico

* Texas

* Country of Mexico

The TRAC Data System is a centralized
searchable database containing
subpoenaed financial transactions
(money transfers) from several global
money services businesses (MSBs).

Transaction Record Analysis Center Intelligence Report
TRAC Data System-User Interface

Portal: https://www.swbtrac.com
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Hawala

Training Purposes Only

©2023 Loughnane Associates LLC
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Hawala

o Name
o Jdentifier (Code)

_06/@)
O\ =3

A

AMOUNT

/3 INVESTIGATORS

Balance Books
Anything of
Value
. @

y =
')ahabsh‘i‘il\

©2023 Loughnane Associates LI
www.loughnaneassociates.com

Settlement methods may be outside the banking system,
including trade, cash and long-term net settlement.

">

2

Subject to their registration, IVTS can operate legally in the UK.

Training Purposes Only
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Currency Dealers And Exchanges

Currency Dealers Or Exchangers

* Provides many of the services of a bank or other financial
institutions

o Funds transmission, check cashing, money orders,
temporary custody of funds on deposit

o “Retail” “Over the Counter” “Vault”

* BSA requires maintenance of information concerning
currency dealing starting at $1,000

LT
mﬁﬂﬂ'ﬂ s?(ml

2z
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Information Maintained For Exchanges Over $1000

ANCE g Faraa! |
* Customer’s name and address HANG O

e

* Passport number or Taxpayer Identification Number
* Date and amount of the transaction

* Currency name, country, and total amount of each
foreign currency

Check Cashers, Money Orders,
Mobile Banking, and ATMs
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Check Cashers

CHECK

CASHING

* Defined as a person engaged in the business of cashing checks

» Other Services - In many cases, the check casher acts as an
agent of a money transmitter (or several money transmitters
for different services, e.g., remittances, bill paying, and sale of
money orders) to complement check cashing services

Money Orders/Traveler’s Checks

* A Seller or Redeemer of Money Orders/Traveler’s Checks is a MSB
* These are negotiable instruments sold through Sales Agents
* Generally issued by national companies, but small businesses may

issue their own money orders

* Money orders are sold through agents
»Amount is usually limited by policy
»Sales Agent must maintain sales record

v'"Money Orders: Postal 70% of US Market $165 billion in 2014
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Money Order USPS Case Study: Cindy Omidi

€
7
. . . 8 UNITED STATES DISTRICT COURT
* Cindy Omidi, 66 g FOR THE CEVTRAL DISTRICE OF CALIFORNIA
10 June 2013 Grand Jury
. 11| UNITED STATES OF AMERICA, } CR No. IECR 3
. . ) 3
* Convicted in October 2014 of structuring - venve, | smsyeiials VOFE
)
13 v. ) [31 v.5.C. §§ 5324(a) (3},
1 (d) (2 Structuring
14 CINEY Ut’!l’l;l‘I‘,i i ) ;ransactlazs tusﬂsagecREEO;tinq
H . A H “Nahis idi, ) Reguirements; 18 U.S.C. 3
* Mother to Michael and Julian Omidi, once operated 55| EKE wanid ceeay,® | Aiding and Abevsing and causing
aka “Cindy Pezeshk,” ] an Act to be Done; 31 U.S.C.
16 ) § 5317(e): Criminal Forfeiture]
1'800'G ET'TH | N Defendant. )
17 )
18 The Grand Jury Charges:
. . . o pe 19 [31 U.8.C. § 5324(a)(3), (d)(2); 18 U.S.C. § 2)
* USPS provided evidence to this case — testified at il e
trlal i At all times relevant to this Indictment:
2 1. The Bank Secrecy Act ("BSA¥) was a ser of laws and
3] requlations enacted to address an increase in criminal money
4| laundering through financial institutions. In order to combat
5| money laundering, the BSA required domestic financial
6| institutions to file reports and maintain customer information
7| for cash transactions that exceeded certain amounts.

©2023 Loughnane Associates LLC [,

Trammg Purposes Only www.loughnaneassociates.com {leayt

Detail Of Money Order Purchase

Case 2:13-cr-00739-SVW Document 1 Filed 10/11/13 Paged ol 7 Page iD &4

6(B. DEFENDANT C. OMIDI'S STRUCTURING
7 7. 8etween in or about July 2008 through in or about
8 || becember 2009, in Los Angeles County, within the Central i ™ Subtotal | Money | Money Order | Fost Office
9 | pistrict of california, and elsewh ¢, oMIDI, H e S
10 [l together with others known and unknown to the Grand Jury, 3 |f#r2e/e8 §2,800 | $1,000 112332452476 | Beverly Hills Main
1,000 12332452487
11 [l knowingly and for the purpose of evading the reporting 4 8
$2,500 West LA Finance
12 (| requirements of Sections 5313(a) and 5325 of Title 31, United 5 Seacien
13 || States Code, and the regulati lgated thereunder,
AR SRR, AL TRRATACE Renm e o ¢ Is7z77es 52,900 | 31, 2655758936 | Beverly Hills Main
14 [ structured, assisted in structuring, attempted to structure and 2655758947
2635758858
15 | assist in structuring, and aided and abetted in structuring and 8 52,900 3013233200 | Weat TA Finance
i 1 i [ 51,000 13013233211 _| Station
16 [ caused to be structured, the following transactions, among 3 Lo0a [ 13613533552
17 [lothers, with a domestic financial institution, namely, the USPS, 10 [ 10/15/08 $2,900 £1,000113013240534
30137405 center
18 las part of a pattern of illegal activity involving more than 11 5900 | 13013240556
X ) 52,300 3648815807 | Wilshize Business
19 $100,000 in a 12-month period: 12 3648815818 | Center
3648815620
20 | Data Subtotal 13 [ 93648815
o mf_’f:’“ Fat DERLoe $500|  $500| 12656229704 | Village Station
2 i 14 [ 10717/08 32,900 2655770592 | Beverly fiL11s Main
12 [#714708 $900| 3900 | 12656224113 | Viliage Station 5 %
) 32,900 93648743548 | Wilshire Businsss TSI 3555752543
5 e e e B 57,500 | & Beverly Hills Main
Hhra e 2655766654
4 575708 000 | 12656222686 | Village Station 1 e ;gfﬁl f:; b o
- 51,000 | 93648145484 | Wilshire Business 10 2 o e T Do
¥1,000 | 93649745495 | Center L 1 3
% 900 | 93648745506 | vy N E— |_s 3013248162
S T Toesemar | viliegs Satics 16/22/08 $2,900 | $1,000 | 09102144630 | Beverly Hills Main
5 : : 2 $1,000 | 0916214470
93648745151 | Wilshire Business 20 %561
5500 | 0910214471
93649746162 | Center -
& thoiasi el 2 §2,900 | $1,000] 93648817945 | Wilshire Business
= $1,000 [ 93648617956 | Center
3 22 | $300 | 9364881796 y

©2023 Loughnane Associates LLC
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“U.S. Attorneys » Central District of California » News™ Case 2:19-cr-00484-PSG Document 1 Filed 08/23/19 Page 205 Page 1D #2

Department of Justice

SHARE ¢*
US. Attorney's Office 1 : COUNT THO
Central District of California 2 [18 U.5.C. §§ 1960(a), (b)(1)(B)
3 Beginning in or about May 2015, and continuing until on or about
FOR IMMEDIATE RELEASE Friday, August 23, 2019 4 [loctober 12, 2017, in Los Angeles County, within the Central District

5 [|of california, and elsewhere, defendant KUNAL KALRA, also known as

Westwood Man Agrees to Plead Guilty to Federal Narcotics,
Money Laundering Charges for Running Unlicensed Bitcoin

6 [ “kumar, * “shecklemayne,” and “coinman,” knowingly conducted,

7 [|controlled, managed, rvised, directed, and owned an unlicensed
Exchange and ATM
8 [ money transmitting business affecting interstate and foreign
LOS ANGELES - A Westwood man has agreed to plead guilty to federal eriminal charges for owning 9 [l commerce, namely, a virtual currency exchange business, that failed
3 L i s 2 S
and . pmone business where he exchanged up to $25 million in cash 10 || to comply with the money tr tting business registration

and virtual currency for individuals, including Darknet drug dealers and other criminals, some of whom

1 his Biteoin ATM ki 11 Il reand rement s inder Sactinn 5330 of Title 31, United States Code, and
L S - On or about June 22, 2017, in Los Angeles County, within the

Central Distriet of California, and elsewhere, defendant KUNAL KALRA,
1iso known as “Kumar,” “shecklemayne,” and “coinman,” with the intent
-6 conceal and disguise the nature, location, source, ownership, and
ontrol of property believed to be the proceeds of specified unlawful
ctivity, that is, the felonious importatien, receiving, buying,
selling, and otherwise dealing in controlled substances punishable
inder a law of the United States (“drug trafficking”), knowingly
conducted a f£inancial transaction, affecting interstate commerce,
{nvolving property represented by an authorized agent of the United
States government to be proceeds of specified unlawful activity, that
is, drug trafficking, namely, the exchange of 38.55331517 Bitcoin for
$98,372.00 in United States dollars, plus fees (Blockchain
transaction 1D

aT6££13ce53c71db174133d£664126e20d48743b73739¢229141£508981317) .

https://www.mysanantonio.com/news/local/article/LA-man-to-admit-laundering-more-than-half-a-14379989.php

©2023 Loughnane Associates LLC
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Private ATM’s: Independent Sales
O rEa n | Zatl O n ATM makes connection

with Customer

FI, confirms availability,
dispenses cash

MONEY DOES NOT MOVE!

o ISO places cash into ATMs, typically o Customers make withdrawals
from a business account

Training Purposes Only
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Pl
Customer Fl transfers funds
+ fee to
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Questions?

Loughnane Associates LLC
Value Tonches Everything
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