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Records Found 
In Banks
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TLO.  Incorporate financial records and form into an investigation.

Explain the Customer Identification Program.ELO 1
Describe a Risk-Based Approach.ELO 2
Identify where bank records are maintained.ELO 3
Describe Know Your Customer forms and information.ELO 4
Describe Customer Due Diligence forms and information.ELO 5
List potential documents for subpoena or search warrant in a bank.Reference

Learning Objectives:
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DEFINITION

Beyond The Bank Statement

Think about the business processes that need or should exist for value transfer

Criminals:

• Financial crime uses financial systems in support of their operations

• Activities can easily extend beyond money laundering 

• Activities occur throughout the networks

Business and Finance:

• May operate as a knowing or unknowing instrument

• Under laws in US and internationally, they are obligated to collect, retain, and report

• The processes and information collected for the money laundering process is also of 
great value to other types of financial crime investigations
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Building Evidence
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Foundation: The Customer Identification 
Program (CIP)

• A bank, including certain domestic subsidiaries, must have a written CIP
• Appropriate for its size and type of business and includes certain minimum 

requirements
• Must be incorporated into the bank’s BSA/AML compliance program
• Must include risk-based procedures for verifying the identity of each customer 

The documents we are going to discuss often support bank activity and reports 
and can be used to support a financial investigation analysis.
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Risk-Based Procedures
• Risk-based procedures 

1. Enable the bank to form a reasonable belief that it knows the true identity of each customer 
and 

2. Be based on the bank’s assessment of relevant risks, including: 
• The types of accounts maintained by the bank 
• The types of services the bank should provide/offer
• Is business with the customer within the Acceptable Level of Risk?
• As a process, all this can vary based on the risk profile of a FI
• International versus local banks 
• Bank size, location(s), and customer base 
• Size of compliance and/or investigations units

Bad guys often gravitate to smaller banks or FCUs as a result

6
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Know Your Customer (KYC)

• The process used to verify the identities of their customers and ascertain what 
risks they may pose

• In KYC, a significant amount of information is collected by financial institutions 
and businesses (varies by the type of business and CIP)

• Minimum requirements
• Name, date of birth for an individual, address, and identification number (driver’s 

license, passport, green card, etc.) 

• Information can aggregate over time 
• Transaction monitoring system, bank interaction, and efforts to sell services
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Where Can The Information In 
Banks Be found?

8
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External: Third Party 
Vendors

Back Office
Support

• Backbone
• IT Support
• IT Security/Cyber
• Marketing
• Printing

• Account Processing
• Mortgage Processing
• Compliance Services
• Investigations/Audits
• Beneficial Ownership
• Legal

Middle Office
Administrative, 

Compliance

Front Office
Sales

• Revenue Generation 
Services

• Sales
• Bank Transactions
• Loans
• Credit
• Wire Transfers
• Money Orders

Where Is The Information?  Typical Bank  Structure
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Documents Of Interest
• KYC and Onboarding Forms
• Beneficial Ownership Forms
• PPP Loan Forms
• Documents associated with due diligence processes
• Transaction Monitoring System data
• Enhance Due Diligence and Politically Exposed Persons (High Risk Clients)
• Payment Order Forms
• Currency Transaction Reports
• Designation of Exempt Persons Forms
• IRS Form 8300
• Foreign Bank Activity Reports
• Safety Deposit Boxes

10
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KYC Forms
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KNOW YOUR CUSTOMER (KYC) FORM
STRICTLY CONFIDENTIAL

S.No. Particulars Details

1 Full Name of the Customer

2 Legal Status Individual Company Partnership

Others 

3 Permanent Address

4 Business/Trading Address

5 ID No./CR No./Registration No.

6
Purpose and Nature of Transaction to be 
undertaken

7 In case of Individual

(i) Nationality

(ii) Occupation or Profession

(iii) Name of Establishment or Employer

(iv) Location of activity

(v) Is the Individual a Politically Important 
Person (PEP)? YES NO

8 In case of Others

(i) City & Country of Incorporation

9 Date of Birth / Incorporation

10 What is the principal business/activity of the 
Customer?

Sample Know Your Customer Form
• Full Name

• Legal Status
• Individual, Company, Partnership, Other

• Permanent Address

• Business/Trading Address

• Identifying Numbers

• If Individual
• Nationality
• Occupation
• Name of Establishment or Employer
• Location of Activity
• Is the individual a PEP?

Consider the due diligence and follow up processes
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Name of the Group-Entity Group-Entity’s logo

11 Is the Customer acting on behalf of 
another Person ? YES NO

If Yes,

(i) Name of Beneficial Owner

(ii) ID No./CR No./Registration No.

(iii) Domicile Country

(iv) If  Beneficial Owner is an Individual, then

a) Nationality

b) Is the Individual a Politically Important 
Person (PEP)? YES NO

12 Regulatory Status
Independent  
Regulator Non-Independent Regulator

Unregulated

13 Name of Regulator (if any)

14 Name of Stock Exchange(if Listed)

If a Holding company, name of any other 
subsidiaries/branches/associated companies

15

16 If not, Group Company (if any)

17
If business activities are conducted in more 
than one country, please indicate names of all 
countries

18 Bank Details

19 Contact Details of Customer

(i) Contact Person

(ii) Tel & Fax

(iii) E-mail/website

(iv) Contact details of Compliance Officer (if any)

Banks ask about Beneficial Ownership

Questions that may be asked:

• Is the Customer acting on behalf of another 
person?

• Additional identifying information

• Beneficial Ownership information has been 
collected by banks well in advance of the 
Corporate Transparency Act

Consider the due diligence and follow up processes
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Name of the Group-Entity Group-Entity’s logo

20 Copies* of Customer Identification Documents
Please submit the documents and tick( ") against the documents attached

(i) Individual:- ID Card/Passport/Driving License(DL) Proof of Domicile Country**

(ii) Company:- Company Registration (CR) List & Passport copies of Authorised Signatories
List of Major Shareholders List & Proof of Domicile Country** of Directors

Major Shareholders:-Shareholders who, directly or indirectly, owns or controls more than5% of the shares or voting rights

(iii) Partnership:- Certificate of Registration Partnership Deed
List & Passport copies of Authorised Signatories List & Proof of Domicile Country** of Partners

(iv) Trust:- Certificate of Registration Trust Deed List & Passport copies of Settlor,Trustees,Protector
List & Passport copies of Authorised Signatories List of Major Beneficiaries

Major Beneficiaries:-Beneficiary who is to receive atleast 25% of the funds of the Trust

(v) Any other Legal Person:- Registration Document List & Passport copies of Authorised Signatories
List of the Individuals/Entities who ultimately owns, or exercises effective control over such person

Declaration
I/We hereby confirm that the above information provided to you is true and correct to the best of our knowledge. I/We 
acknowledge that if the information provided is found to be false or misleading then the business relationship may be 
annulled anytime at your discretion. I/We hereby agree to provide any additional information/documentation that may be 
required.

Date:-
Signature of Authorised Signatory

*Certified copies of documents clearly signed, stamped and dated by any of the following:-
(1) A representative of an embassy, consulate or high commission of the country; or (2) A lawyer or attorney; or
(3) A notary public or commissioner of oaths; or (4) A chartered or certified accountant.

The date of signatory should not be older than 3 months.
Copies of certified copies is not acceptable.

**Any document to show the residential address like utility bill, tenancy agreement,etc.

Individual, Company, Partnership, Trust

Consider the due diligence and follow up processes
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Business Name:
1. Is this a home-based business?

• Yes
• No

2. Purpose of account?
• SBA PPP Loan

3. What is the primary source of income for the business?

4. Does the business have other accounts with this institution?
• Yes
• No

5. How long has the business been in operation?
• Less than 1 Year
• Between 1 and 3 Years
• More than 3 Years

6. Number of Business locations
• 1
• 2 to 5
• More than 5

7. Does the business have a website? Please list.

8. What industry is your business in (manufacturing, car sales, 
convenience store, etc.)?

9. What products and services does the business provide?

10. Is the business a charitable organization or non-profit?
• No
• Yes

11. Does the business own or operate ATM machines?
• No
• Yes*

1

Business KYC Questionnaire for SBA PPP Loans

Where there any 
follow up questions?
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12. Does the business cash checks for its customers?
• No
• Yes*

13. Will the business sell or redeem money orders, gift cards, reloadable 
cards, or travelers’ checks for its customers?

• No
• Yes*

14. Does the business send or receive money for its customers? (ex. 
Western Union)

• No
• Yes*

15. Has the beneficial ownership and controller certification form been 
completed?

• No*
• Yes

Business KYC Questionnaire for SBA PPP Loans

What are some of 
the follow-on 
questions?
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Customer Due Diligence Forms
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Customer Due Diligence Process  
Full identification of customer and business entities including source of funds and 
wealth when appropriate
Full identification of customer and business entities including source of funds and 
wealth when appropriate
Development of transaction and activity profiles of each customer’s anticipated 
activity
Development of transaction and activity profiles of each customer’s anticipated 
activity
Definition and acceptance of the customer in the context of specific products and 
services
Definition and acceptance of the customer in the context of specific products and 
services

Assessment and grading of risks that the customer or the account presentAssessment and grading of risks that the customer or the account present

Account and transaction monitoring based on the risk presentedAccount and transaction monitoring based on the risk presented

Investigation and examination of unusual customer or account activityInvestigation and examination of unusual customer or account activity

Documentation of findingsDocumentation of findings

18
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Customer Due Diligence on Information for Corporations 

Name of institutionName of institution Principal place of its 
business operations
Principal place of its 
business operations Mailing addressMailing address

Names of primary 
contact people or 

those authorized to use 
the account

Names of primary 
contact people or 

those authorized to use 
the account

Contact persons’ 
telephone, email, SMS 

and fax numbers

Contact persons’ 
telephone, email, SMS 

and fax numbers

Some form of official 
identification number 

(such as tax 
identification number)

Some form of official 
identification number 

(such as tax 
identification number)

Certificate of 
incorporation, 

Memorandum and 
Articles of Association

Certificate of 
incorporation, 

Memorandum and 
Articles of Association

Board of Directors 
Resolution

Board of Directors 
Resolution

Nature and purpose of 
business

Nature and purpose of 
business

Copy of any reports 
and/or audited 
statements and 

accounts

Copy of any reports 
and/or audited 
statements and 

accounts

Due diligence check 
using online and other 

services

Due diligence check 
using online and other 

services

Company search/UCC 
filings

Company search/UCC 
filings Prior bank referencesPrior bank references Onsite visitsOnsite visits

19
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Transaction Monitoring Systems
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TMS
Alerts

Investigate

Enhanced
Due 

Diligence

Assess 
Customer 

Risk 
Rating

90-Day 
Review

Decision

Close 
Account

Alert Law 
Enforcement/

SAR

Freeze
Account/

Other

Alert 
Review

No 
Action

Various Scenarios
Customer Patterns

Customer 
Patterns

Internal Accounts
Open Source

Financial Sources
Credit Report

Negative News
314(b)

Anomaly 
Detected

False 
Positive/

No 
Action
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High Risk Clients: Politically Exposed Person (PEP)

• The term is commonly used to refer to foreign individuals who: 
• Entrusted with a prominent public function 
• Immediate family members
• Close associates

• PEPs can present a higher risk that their funds may be the proceeds of 
corruption or other illicit activity

• US does not consider US public officials as “politically exposed persons”
• The assessment of risk associated with PEPs, however, varies and not all 

PEPs are automatically higher risk (but the bank should likely need to 
articulate)

• “Senior Foreign Political Figures” (SFPF), as defined under the BSA private 
banking regulation, are a subset of PEPs

21

Training Purposes Only ©2023 Loughnane Associates LLC
www.loughnaneassociates.com 

What PEP Data Is Collected In A Bank?

• Employment
• Sources of income
• Information direct from the PEP
• Reference checks
• Research prepared on the PEP
• Transaction monitoring
• Beneficial Ownership Relationships

• Deposit Brokers (signed contracts)
• Offshore Customers
• Foreign Shell Banks

• FedWIRE • ACH • SWIFT
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High Risk Clients: 
Enhanced Due Diligence Form

• Identification information
• Where do you do business?
• What is your occupation/nature of business?
• Are you a PEP?

23

ENHANCED CUSTOMER DUE DILIGENCE QUESTIONNAIRE
Type: (MAIN (M) / JOINT (J))

Name of Customer (M): (J): 

Identification Number (NRIC / Passport) (M): (J):

PART A – CUSTOMER BACKGROUND CHECK
Please answer all the following questions.

1. Location
Are you / do you:
1)
2)
3)
4)

incorporated in the following countries / jurisdiction;
have registered address in the following countries / jurisdiction; 
have a mailing address in the following countries / jurisdiction; or 
born in / a citizen of the following countries / jurisdiction.

Afghanistan, Albania, Anguilla, Bahamas, Balkans, Barbados, Belarus, Botswana, Burundi, Cambodia, Central African Republic, Colombia, Cuba, Darfur, 
Democratic Republic of the Congo, Egypt, Equatorial Guinea, Ghana, Guatemala, Guinea-Bissau, Haiti, Iceland, Iran, Iraq, Jamaica, Kazakhstan, Lebanon, Liberia, 
Libya, Mali, Mauritius, Mongolia, Myanmar, Nicaragua, North Korea, Pakistan, Panama, Seychelles, Somalia, South Sudan, Sudan, Syria, The Southern Philippines, 
The Sulu/Sulawesi Seas Littoral, The Trans-Sahara, Trinidad and Tobago, Turkey, Turkmenistan, Uganda, Ukraine, Vanuatu, Venezuela, Yemen, Zimbabwe.
This l ist may be updated from time to time. The latest version of this list can be found at www.ifastfinancial.com.

(M) □ Yes □ No (J) □ Yes □ No

2. Occupation / Nature of business
Are you involved in the business of / employed by the following activities / employers that are:
Money changers; remittance agents; pawnbrokers; internet-based stored value facility holders.
This list may be updated from time to time. The latest version of this list can be found at www.ifastfinancial.com.

(M) □ Yes □ No (J) □ Yes □ No
If your answer to the above is ‘Yes’, please specify the type of business and job title.

Type of business: (M): (J): 

Job title: (M): (J): 

3. Politically Exposed Person (“PEP”)
Are you a PEP / close associate of a PEP / family member of a PEP?

PEP means a domestic PEP, foreign PEP or international organisation PEP;
“Close associate” means a natural person who is closely connected to a PEP, either socially or professionally; 
“Domestic PEP” means a natural person who is or has been entrusted domestically with prominent public functions;
“Family member” means a parent, step-parent, child, step-child, adopted child, spouse, sibling, step-sibling and adopted sibling of the PEP; 
“Foreign PEP” means a natural person who is or has been entrusted with prominent public functions in a foreign country;
“International organisation” means an entity established by formal political agreements between member countries that have the status of international treaties,
whose existence is recognised by law in member countries and which is not treated as a resident institutional unit of the country in which it is located; 
“International organisation PEP” means a natural person who is or has been entrusted with prominent public functions in an international organisation; 
“Prominent public functions” includes the roles held by a head of state, a head of government, government ministers, senior civil or public servants, senior judicial 
or military officials, senior executives of state owned corporations, senior political party officials, members of the legislature and senior management of 
international organisations.

(M) □ Yes □ No (J) □ Yes □ No

For Customer
If your answer to Part A.1 or A.2 is ‘Yes’, please complete Part B, D and E. 
If your answer to Part A.3 is ‘Yes’, please complete Part B, C, D and E.

For FA Representative
Please sign under “For FA Representative” section below.

ENHANCED CUSTOMER DUE DILIGENCE QUESTIONNAIRE (20200727) Page 1 of 5

Consider the due diligence and follow up processes
What would you ask?
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• Specific Source of Wealth Questions
• For Business Relations
• For Personal Wealth

• Source of Inheritance
• Is Source Real Estate?
• Is Source from Salary?

24

PART B – SOURCE OF FUNDS AND SOURCE OF WEALTH

1. Please indicate your source of funds (please tick one):
Source of funds refers to the origin of the particular funds or other assets which are the subject of the establishment of business relations (e.g. the amounts being 
invested, deposited, or wired as part of the business relations).

(M)□ Business Profits (M)□ Gift / Inheritance (M)□ Savings (J)□ Business Profits (J)□ Gift / Inheritance  (J)□ Savings

(M)□ Sale of Real Estate (M)□ Salary (M)□ Investment Earnings (J)□ Sale of Real Estate (J)□ Salary (J)□ Investment Earnings

2. Please indicate your source of wealth (please tick one):
Source of wealth generally refers to the origin of the entire body of wealth (i.e. total assets).

(M)□ Business Profits (M)□ Gift / Inheritance (M)□ Savings (J)□ Business Profits (J)□ Gift / Inheritance  (J)□ Savings

(M)□ Sale of Real Estate (M)□ Salary (M)□ Investment Earnings (J)□ Sale of Real Estate (J)□ Salary (J)□ Investment Earnings

Please answer the following questions to which you have indicated your source of funds and source of wealth above, and 
provide supporting documents.

1. Business Profits □

What is the name of the company and the country of incorporation (including registration number if incorporated in Singapore)? 
How long has it been since the business started / incorporation?
(M):

(J):

Please describe the nature of the business and its operation.
What capacity do you hold in the business that enabled you to receive profits?
(M):

(J):

2. Gift / Inheritance □
Please provide the name of the person whom you inherited the wealth from? What is the relationship between the two of you? 
What is the reason for such gift / inheritance?
(M):

(J):

How was the wealth given to you generated? What type of wealth did you receive? (E.g. Land, Securities, Company, Trusts, etc.)
(M):

(J):

3. Sale of Real Estate □
Who does the real estate legally belong to?
(M):

(J):

Type of real estate sold? (E.g. private condominium, terrace house, HDB, etc.) When was it sold?
(M):

(J):

4. Salary □
What is the name of your employer? In what industry is your employer in?
(M):

(J):

ENHANCED CUSTOMER DUE DILIGENCE QUESTIONNAIRE (20200727) Page 2 of 5

Enhanced Due Diligence
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Enhanced Due Diligence
• Savings
• Investments
• “Please indicate the name of your i) organization / 

employer and ii) your occupation / position. If you are 
not the PEP, please indicate i) the name of that 
immediate family member(s) or close associate (s) 
who is, ii) the name of his/her/their organization / 
employer and iii) their occupation / position. ”

• Is there any expected receipt of large sums of monies 
from governmental bodies or state-owned entities? If 
yes, from who / where?

• Will there be any usage of government account(s) as 
a source of funds in a transaction?

25

What is your profession, including area of speciality?
(M):

(J):

How many years have you been in this line of work? How many years have you been with your employer?
(M):

(J):

5. Savings □
Please provide the name of your previous employer which contributed to the greatest share of your savings.
(M):

(J):

In which industry does the above-mentioned company belong to? What was your position held then?
(M):

(J):

How many years were you with the above-mentioned company?
(M):

(J):

6. Investment Earnings □
How long has this investment been held for?
(M):

(J):

Are these investment earnings resulting from regular income? (E.g. fixed coupon payments / fixed dividends)
(M):

(J):

PART C – POLITICALLY EXPOSED PERSON
Please answer all the questions below.

1. Please indicate the name of your i) organisation / employer and ii) your occupation / position. If you are not the PEP, please
indicate i) the name of that immediate family member(s) or close associate (s) who is, ii) the name of his/her/their organisation /
employer and iii) their occupation / position.
(M):

(J):

2. Is there any expected receipt of large sums of monies from governmental bodies or state owned entities? If yes, from who / 
where?
(M):

(J):

ENHANCED CUSTOMER DUE DILIGENCE QUESTIONNAIRE (20200727) Page 3 of 5
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High Risk Clients: Enhanced Due Diligence

• Please indicate your expected amount for each 
transaction (please tick one):

• □ Less than 10,000 □ 10,000 – 50,000
• □ 50,001 – 100,000 □ Above 100,000

• Please let us know if you have any other 
additional information that is relevant, but not 
covered above.

26

3. Will there be any usage of government account(s) as a source of funds in a transaction?
(M):

(J):

PART D - ADDITIONAL INFORMATION
Please indicate your expected amount for each transaction (please tick one):

□ Less than 10,000 □ 10,000 – 50,000

□ 50,001 – 100,000 □ Above 100,000

Please let us know if you have any other additional information that is relevant, but not covered above.

PART E - DECLARATION
I/We hereby declare and warrant that the information given in this form submitted to you are complete, true and accurate and
that I/we have not wilfully withheld any material fact/information. I/We shall give iFAST Financial Pte Ltd (“iFAST”) written notice
of any change in my/our particulars. I/We acknowledge that I /we am/are responsible for my/our own tax affairs. I/We have not
committed or been convicted of any tax crimes. I/We also declare that I/we am/are hereby consent the Representative and iFAST
to contact me/us to obtain further information immediately from me/us for the purpose of Representative’s and iFAST’s
compliance with the Notices and Guidelines on Prevention of Money Laundering and Countering the Financing of Terrorism. If any
information is found false or misleading, or if the need to obtain further information is not met, iFAST may reject any of my/our
application and/or instructions including but not limited to, any transactional-related activities. I/We consent to iFAST collecting,
using and disclosing the information provided in this form.

Customer (MAIN) / Authorised Signature 1 Customer (JOINT) / Authorised Signature 2

Date: Date:

FOR FA REPRESENTATIVE
I declare that this document has been duly completed by my customer and the information provided in this form is strictly 
confidential and will only be used for the purpose of additional due diligence.

Name of FA Representative FA Representative Signature

Date:

ENHANCED CUSTOMER DUE DILIGENCE QUESTIONNAIRE (20200727) Page 4 of 5

What are the source documents?
Where does this lead?

Who asks similar information
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High Risk Clients: Enhanced Due Diligence

• Internal Screening Process Results
• Any concerns if we move forward?
• Did you find any inconsistencies?
• Should we consider as a PEP?
• Do we set up a relationship?
• Is this a high-risk customer?

27

For Official Use Only:
To be completed by a member of the Compliance team

Account Opening Date (DD/MM/YYYY):

1. Is there any finding from internal screening? If yes, what are the findings?

2. Any concerns if the Company establish or continue business relationship with the customer?

3.Describe the source of fund and source of wealth of the customer. Are there inconsistencies between all available information 
and the source of fund and source of wealth?

4. Based on information from Part C or internal screening results, is the account holder/joint account holder considered a PEP?

Should the business relationship be established or continued? ( YES / NO ) 

Should the account be set to high-risk? ( YES / NO )

Reasons(s) for setting the account to high-risk:

□ Politically Exposed Person □ High-risk Jurisdiction

□ High-risk Occupation / Nature of business

□ Suspicious Transaction or Other Reason(s) Please elaborate further below

Reviewed by Name Signature Date

COMPLIANCE

Comments by Senior Management:

Approved by Name Signature Date

SENIOR MANAGEMENT

ENHANCED CUSTOMER DUE DILIGENCE QUESTIONNAIRE (20200727) Page 5 of 5
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Safety Deposit Boxes
• For individuals, only the person(s) on the Bank's records as 

lessee(s) and an Attorney-in-Fact or Deputy duly authorized 
by such individual shall have access to the Box. 

• Usually, a service only for bank customers
• But is considered a Lessor and Lessee relationship

• Rental fee is paid up front
• Safe Deposit Box Signature Card
• Record of Access Cards or Agreement 

• Contents not insured by bank
• Certain items (like firearms) usually not allowed
• Forms are filed for abandoned boxes 
• Rental Form with access information
• Look for box surrender information
• Consider possible box inventory form

• Inheritance or abandonment

28
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Do Not Get From Bank: Suspicious Activity Report

29

Catalog No. 34944N Rev. 3/01/11

FinCEN form 109
March, 2011 

Previous editions will not be 
accepted after September

2011

Suspicious Activity Report by 
Money Services Business

Please type or print. Always complete entire report. Items 

marked with an asterisk * are considered critical. (See instructions .) OMB No. 1506-0015

1 Check this box only if amending or correcting a prior report (see item 1 instructions) 1a Check this box if this is a recurring report

Part I Subject Information 2 Multiple subjects (see item instructions)

3 Subject type (check only one box) a Purchaser/sender b Payee/receiver c Both a & b d Other

*4 Individual’s last name or entity’s full name *5 First name 6 Middle initial

*7 Address

*8 City *9 State *10 Zip Code

_
*11 Country Code 

(If not US)

*12 Government issued identification (if available)

a Driver’s license/state I.D. b Passport c Alien registration z Other 

e Number f  Issuing state/country

*13 SSN/ITIN (individual) or EIN (entity) *14 Date of birth

/ /
MM DD YYYY

15 Telephone number

( )

Part II Suspicious ActivityInformation

*16 Date or date range of suspicious activity

From / / To / /
MM DD YYYY MM DD YYYY

*17 Total amount involved in suspicious activity a Amount unknown

$ , , , .00

*18 Category of suspicious activity (check all that apply)

a Money laundering b Structuring c Terrorist financing z Other (specify)

*19 Financial services involved in the suspicious activity and character of the suspicious activity, including unusual use (check all that apply).

a Money order b Traveler’s check c Money transfer

z Other e Currency exchange 

Check all of the following that apply

(1) Alters transaction to avoid completing funds transfer record (5) Individual(s) using multiple or false identification documents 

or money order or traveler’s check record ($3,000 or more) (6) Two or more individuals using the similar/same identification

(2) Alters transaction to avoid filing CTR form (more than $10,000) (7) Two or more individuals working together

(3) Comes in frequently and purchases less than $3,000 (8) Same individual(s) using multiple locations over a short time period

(4) Changes spelling or arrangement of name (9) Offers a bribe in the form of a tip/gratuity

(10) Exchanges small bills for large bills or vice versa

If mailing, send each completed SAR report to: A free secure e-filing system is available to file this report.
ElectronicComputingCenter - Detroit Go to http://bsaefiling.fincen.treas.gov/index.jsp for more
Attn:SAR-MSB information and to register.

P.O. Box33117
Detroit, MI 48232-5980

Part II Suspicious Activity Information, Continued 2

*20 Purchases and redemptions (check box “P” for purchase or box “R” for redemption)

Instrument P R Issuers Total Instruments Total Amount (US Dollars)  

Money Orders: $ .00

$ .00

$ .00

Traveler’s Checks: $ .00

$ .00

$ .00

Money Transfers $ .00

$ .00

$ .00

*21 Currency Exchanges: Tendered Currency/Instrument Country Received currency Country Amount (US Dollars)

If bulk small currency $ .00  

If bulk small currency $ .00

Part III Transaction Location 22 Multiple transaction locations

23 Type of business location (check only one) a Selling location b Paying location c Both

*24 Legal name of business 25 Doing business as

*26 Permanent address (number, street, and suite no.) *27 City *28 State *29 Zip Code

*30 EIN (entity) or SSN/ITIN (individual) *31 Business telephone number

( )
32 Country 

Code
(If not US)

33 Internal control/file number 
(If available)

Part IV Reporting Business 34 The Reporting Business is the same as the Transaction Location (go to Part V)

*35 Legal name of business 36 Doing business as

*37 Permanent address (number, street, and suite no.) *38 City *39 State *40 Zip Code

*41 EIN (entity) or SSN/ITIN (individual) *42 Business phone number (include area code)

( )
43 Country 

Code
(If not US)

44 Internal control/file number 
(If available)

Part V Contact for Assistance

*45 Designated contact office *46 Designated phone number (Include area code)

( )
47 Date filed (See instructions)

/ /
MM DD YYYY

48 Agency (If not filed by a Money Services Business)

Do not ask for 
this form.
Obtain from LE 
receivers
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Correspondent Banking
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LittLe 
Bank

Big Bank

Little Bank
account

2. Pre-approves transaction

3. Little Bank adjusts 
account holder’s account
& its account at Big Bank

1.  Direct Access

2. Post activity notification
to Little Bank
3.  Little Bank adjusts

Account Holder

Account Holder
account

1.  Access/Approval Requested
Respondent BankcoRRespondent Bank

Respondent Bank - Correspondent Bank
And Payable Through Accounts (PTA)
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Travel Rule

32
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Travel Rule
All financial institutions are required to pass on certain information to the next 

financial institution, for transactions $3,000 and up, in certain funds transmittals 
involving more than one financial institution.

Transmitter Side
 Name, address
 Account number if used
 Identity of financial institution
 Amount transmitted
 Execution date
 Identity of recipient’s Financial 

Institution

Recipient Side
 Name, address
 Account number
 Any other specific identifier

Intermediary Bank
 Required to pass on all the information from 

Transmitter Bank or a proceeding Intermediary

Exception - If Transmitter and Recipient are the same Financial Institution

Training Purposes Only ©2023 Loughnane Associates LLC
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Originator Receiver

Intermediary 1 Intermediary 2

Not able to move money

Travel Rule
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Travel Rule

 Name, address
 Account number if used
 Identity of Financial 

Institution
 Amount transmitted
 Execution date
 Identity of recipient’s 

Financial Institution

 Name, address
 Account number
 Any other specific identifier

 Required to pass on all the information from Transmitter Bank or 
a proceeding Intermediary

Exception: 
If Transmitter and  

Recipient are the same  
Financial Institution

Training Purposes Only ©2023 Loughnane Associates LLC
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Private Banking And 
Wealth Management
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Wealth management

Account/Assets at least $1,000,000

Assigned to a bank employee

non-US Person (PATRIOT Act, S312) 

One-on-one confidential service

High Net Worth Individuals

Politically Exposed Persons

Oligarchs/Kleptocrats

Private Banks

Wolfsberg Group
Concerns (2001)

1. Reputation
2. Legal
3. Operation
4. Concentration

Training Purposes Only ©2023 Loughnane Associates LLC
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Reference: Records To Consider 
For Subpoena Or Search Warrant

38
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Bank Records Used to Support Investigations

💵 Obtain information about entity’s Customer Identification 
Program
• Hold them to their own policies and programs

💵 Information and supporting documents collected or generated 
used to identify individuals, businesses, and Beneficial Owners
• Ex. Driver’s License or Organization Documents 

💵 Any Customer Due Diligence account opening questionnaires 
performed on the customer and/or accounts
• Any internal assessments, notes, reports or consideration of this information

💵 Beneficial Ownership Information Certification Forms(s)
• Including recertification forms or documentation for each accounts

Training Purposes Only ©2023 Loughnane Associates LLC
www.loughnaneassociates.com 

💵 Electronic data extract file of all customer(s) transaction activity for an 
identified time period
• Directly from the Bank’s core system or the TMS
• Other files located outside of the Bank’s core system

💵 Account Number, Account Type, Transaction Description, Transaction Type
• Internal account transfers
• All Automated Clearing House activity
• Wire Transfer data
• Foreign Exchange activity
• Cashed Checks

Bank Records Used To Support Investigations
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💵 Enhanced Due Diligence/High Risk Customer reviews 
• For each customer and/or account

💵 Any alerts generated through the bank’s transaction monitoring 
processes that included accounts or transactions pertaining to the 
named parties, regardless of if the alert resulted in a regulator 
filing

• For any alerts and/or cases, provide the parameters that were triggered

💵 Copies of Cash Transaction Reports

💵 Copies of Monetary Instrument Reports

Bank Records Used To Support Investigations

Training Purposes Only ©2023 Loughnane Associates LLC
www.loughnaneassociates.com 

💵 Obtain any case reviews or similar analysis such as internal investigations 
performed, including supporting documentation about the customer derived 
from the financial institution’s suspicious activity monitoring or fraud 
software
💵 Do not include any copies of actual SAR filings 
💵 However, ensure (as applicable) that any supporting document that may 

have been a part of a SAR filing decision is included

Bank Records Used To Support Investigations
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Records that reflect activity:

💵 Wires originated online and within the branch
💵 Cash activity, including deposits and withdrawals 
💵 Cash advances
💵 Credit memos
💵 Currency exchanges (foreign and domestic)
💵 Cashed third-party and cashed-on-us checks

Bank Records Used To Support Investigations

Training Purposes Only ©2023 Loughnane Associates LLC
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Records that reflect activity:

💵 Foreign, domestic and foreign exchange (FX) wires

💵 Monetary Instrument purchases or encashments performed by or one 
behalf of the customer

💵 Checks negotiated against the customer’s account and all check deposits 

💵 Account transfers including the receiving and sending account numbers

💵 P2P (Payment to Payment) details (mobile app related transfers)

💵 ACH debits and credits, including international ACH transactions 

💵 Foreign ATM withdrawal information

Bank Records Used To Support Investigations
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🏦 Transaction Dates

🏦 Credit/Debit Activity
• Include any ATM, night drop, or bulk cash activities

🏦 Safe Deposit Box information
• Account Name
• Box Number
• Location of Box
• Copies of Access Records

Bank Records Used To Support Investigations
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Business Sources
Corporation Records

Taxes and Accounting Records
Bank Accounts Onboarding

Continuous Monitoring Data
Beneficial Ownership

Value Movement
Bank Information

FedWIRE
Automated Clearing House

SWIFT Messaging
Use of Alternate Remittance

Use of Middlemen

Business Records Banks May Hold
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Forensic Accounting
Business Operation Records

Tax Preparer Workpapers
CPA Audit Workpapers

Insurance Due Diligence
Real Estate Purchases in Cash

(Large Cash Purchases, Generally)
Loan Due Diligence
Mutual Agreements

Treaties

Business Records Related to:

Loughnane Associates LLC
Value Touches Everything

Questions?

48


