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TLO: As one of the most critical areas of operation to a threat finance network, the 
module will contain a description of various schemes and methods such as over-
invoicing, under-invoicing, phantom trade, and mirror invoicing, free trade zones, trade 
transparency units, free trade zones, trade documents.

Define and understand the dynamics and mechanics of TBMLELO 1
Describe the international flow of funds in TBMLELO 2
Describe the international flow of funds in TBMLELO 3
Describe the different schemes and mechanisms in TBMLELO 4
Discuss the difference between the use of open accounts and letters of creditELO 5
Describe documents used in trade that are critical to TBMLELO 6

Learning Objectives:
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“Fundamentally, money laundering is a 
necessary consequence of almost all profit-
generating crimes. 
“Money laundering remains a significant 
concern because it facilitates and conceals 
crime and can distort markets and the 
broader financial system. 
“The United States is particularly vulnerable 
to all forms of illicit finance because of the 
size of the U.S. financial system and the 
centrality of the U.S. dollar in the payment 
infrastructure supporting global trade.”
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🚢 Achieved through the 
misrepresentation of the price, quantity 
or quality of imports or exports

🚢 TBML techniques…are frequently 
used in combination with other money 
laundering techniques to further obscure 
the money trail”

Trade-Based Money Laundering (TBML)
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TBML is a process that:

💰Protects the organization from Exposure
💰Separates Dirty Money from its Source
💰Controls a process that achieves Goals & Objectives
💰Masks Connections made apparent during financial activity
💰Controls Expenditures and Maximize Efficiency
💰Controls The Organization 

Including Influenced & Inspired, Independents, Third Parties,  Affiliates

Remember: 
Communication, 

Payment, Process
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Impact Worldwide:  $2.71-$3.61 Trillion 

According to the International Monetary Fund 
and World Bank
• 3%-5% of global GDP annually
• Narco-Traffickers 
• Human Trafficking
• Timber/Wildlife Trafficking
• Transnational Organized Crime
• Move Assets by Corruption/Kleptocrats
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National
🔑Impacts on the Gross National Product
🔑Reduces tax revenue and customs duties
🔑Undermines legitimate business

Facilitates/Links transnational threat
🔑Means to move value using existing trade 

structures 
🔑Masks money obtained through illicit 

purposes
🔑Facilitates Corruption/Kleptocrats 

Impact On Trade

TBML “…not only threatens legitimate 
businesses in both the developed and 
developing world by undermining legal 
import and export operations, it also 
impacts one of the largest sources of 
income for many developing countries –
customs duties” 

(Confronting Complexities Through The Diversity of International Law-Case Western 
Reserve Journal of International Law)
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Societal Influences that impact the TBML model 
(Dr. Louise Shelley)

• Proliferation of Cell Phones

• The Internet (and the Dark Web)

• Real and Intangible Commodities

• Ability for Masking/Anonymity (Transparancy)

• Vast Amounts of money is moved In seconds

• Also changes in bank roles which significantly 
reduces visibility
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Common TBML Schemes

🚚 Over/Under Invoicing
🚚 Short/Over shipping to misrepresent quantity/quality
🚚 Multiple Invoicing
🚚 Deliberate Obfuscation/Misrepresentation
🚚 Non-shipping (“Phantom”) of goods

Most Used Schemes
🚚 Smuggling
🚚 Black Market Peso Exchange
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Over/Under Invoicing Methods

$1.5M

Jeans$500K

$1M

Precursor Materials

Actual Purchase Jeans  $500,000 
Transaction Overvalued  at $1.5 M
$1 M diverted to buy Precursor Materials

Overvalue
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Money Brokers
• A form of Money Laundering Professional
• A third party that purchases drug proceeds and then disposes of them
• They buy at a discounted rated
• Employ others such as money exchanger (knowing or unknowing)
• “The main objective is to evade foreign exchange restrictions. This 

enables DTOs with cash located in the United States to transfer the 
value of that cash to other countries, principally Colombia and Mexico 
(depending on the location of the DTO), without having to physically 
transport U.S. currency across an international border.”
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Sales Revenue

Cartel Operations

Black Market Peso 
Exchange

Peso Broker
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Operation Fashion Police 2014

Black Market Peso
Bulk Cash Smuggling
Remittance:  Unlicensed MSB
Counterfeit Products
False Trade Documents

Distributors

25+ Fronts
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“Willful Blindness”  Discussion
”No Willful Blindness”  It is not that you did not know, it’s that 
you should have known.”

1990’s:  Two year investigation in the United States following drug funds from 
the streets, through the brokers, and into the bank accounts of hundreds of 
legitimate companies and distributors
Purchases/Investments were identified
Bell Helicopter and Phillip Morris assets seized in Panama
June 2000:  DOJ meets with representatives from Hewlett Packard, Ford, Sony, 
General Motors, Whirlpool, General Electric, and trade associations about Risk 
to BMPE
Consent Decree:  A one-time pass, “You SHOULD have known”
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Financial Action Task Force 2010 Study

🚢 Lack of knowledge of AML/CFT
🚢 Rules/Regulations Outdated
🚢 Differing AML/CFT Regulations 

for businesses in a FTZ
🚢 Some businesses in FTZs outside 

of legal framework
🚢 Cash easier to work with due to 

lack of regulation oversight

🚢 Relaxed Oversight
🚢 Lack of Transparency
🚢 Lack of Systems Coordination
🚢 Vulnerable Types of Goods

Cigarettes, alcohol, high tariff
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Free Trade Zones, Foreign Trade Zones
• An area within which goods may be landed, handled, 

manufactured or reconfigured, and re-exported without the 
intervention of the customs authorities

• Primary purpose is to remove those hindrances to trade caused 
by high tariffs and complex customs regulations

• Only when the goods are moved to consumers within the 
country in which the zone is located do they become subject to 
the prevailing customs duties

• Among the advantages of the system are the quicker 
turnaround of ships and planes through the reduction in 
formalities of customs examinations and also the ability to 
fabricate, refinish, and store goods freely.

• In the United States 177 FTZs (2013); 400,000 jobs, almost      
$1 trillion in activity

2019: 
3000 Zones in 
135 countries
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FreeportsSingle 
Factory

Commercial Free ZoneHybrid EPZ 
Model

Traditional EPZ 
Model

Zones Worldwide
(US not included)

113612Asia and the Pacific

428911Americas

21163Middle East and North Africa

19141Central and Eastern Europe and 
Central Asia

7616Sub-Saharan Africa

Export Processing Zones (EPZs): 
Industrial areas focusing on 
assembly and manufacturing of 
intermediate imports aimed 
primarily but not exclusively at 
foreign markets. 

Free trade zones (FTZs); 
Typically general purpose fenced in, duty-free areas 
offering warehousing, storage and distribution facilities 
for trade, transshipment, and re-export of products. 
Located in most ports around the world.

Enterprise zones:
Economic development areas intended to 
revitalize specific urban or rural areas where 
they are located through tax incentives and 
financial grants. These are most often found in 
the developed
world.

Freeports:
Typically the largest of the zones, accommodate all 
types of activities including tourism, retail sales and 
on-site residence, and accompany a broader set of 
incentives and benefits. 

Foreign Trade Zones: 
The name of the specially designated zones in 
the United States. They are established in or 
adjacent to a port of entry in which all types of 
merchandise may be held without being 
subject to U.S. Customs duties and other taxes.
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How Much Can A Bank See In Trade Finance?
Answer:  Much less than they used to

“Banks deal with documents and not with goods, services or 
performance to which the documents may relate”  
(International Chamber of Commerce)

Banks do not get involved with the physical goods nor do they have the 
capability to do so – or can they?

This overarching principle is the basis for defining what degree of 
scrutiny and understanding a FI can bring to the identification of 
unusual activity involving a trade finance transaction
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Financial Institution Trade Finance Staff Roles 

Compliance Staff
o Awareness of AML/Sanctions (trade embargoes, financial sanctions)
o Provide Technical Advice (vessel searches, other checks)

Trade Processing Staff
oDetect fictitious documents
o Red Flag detection
o Assess Letter of Credit Risk 
o Vessel, Port Searches, other checks

Relationship Manager
oWorks directly with client
oMay be more oriented to credit and operational risk rather than financial crime

Money Laundering Reporting Officer
Risk Committees, Audit

Who Do 
You 

Interview?
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Financial Institution Processes
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Importer of record
Exporter of record
Amount
Value Date
Commodity Description
Shipping Details
Miscellaneous

Instructing Party
Beneficiary
Issuing Bank
Negotiating Confirming 
Bank
Reimbursing Bank
Advising Bank

LOC Contains LOC Players

Letter of Credit (LOC)
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Open Account vs. LOC

80% of Trade uses Open Account 
• Buyer and Seller agree to terms
• Goods are delivered
• Buyer arranges for payment 

through the banking system
• FI will only see the clean 

payment and not be aware of 
the underlying reason for the 
payment

• FI is unable to carry out 
standard AML or Sanctions 
screening

20% Financed (Letter of Credit)

• More detail/support for 
payment

• Greater AML visibility because 
of financial responsibility to 
monitor
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Letter Of Credit contains:
 Importer of record

 Exporter of record

 Amount

 Value Date

 Commodity Description

 Shipping Details

 Miscellaneous

Open Account - for Wire Transfer
 Originator’s Name

 Beneficiary’s Name

 Amount

 Value Date

 Maybe reason for payment

Open Account provides less 
exposure

Open Account is Less Transparent
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Exporter Importer
Export Commodity

Export Contract

Messages BC (SWIFT)

A
cc

ep
ts

 B
C Paym

en
t

Pa
ym

en
t

B
C
 

Payment

Collecting or
Presenting

Bank

Remitting
Bank

Bill of Collection
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Trade Transparency Unit

Training Purposes Only ©2023 Loughnane Associates LLC
www.loughnaneassociates.com 

HSI- Trade Transparency Unit (TTU)

• Housed within the ICE National Targeting Center
• Exchanges trade data with numerous countries. 
• Sharing agreements with 14 countries to facilitate the 

identification of transnational criminal organizations utilizing 
TBML schemes 

• Argentina, Australia, Brazil, Chile, Colombia, Dominican Republic, 
Ecuador, France, Guatemala, Mexico, Panama, Paraguay, Peru, 
Philippines, UK, and Uruguay. The U.S. TTU

• MOU Discussions with several countries in Asia and Southeast Asia 
regarding MOU
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Data Analysis & Research for Trade Transparency 
System (FALCON-DARTTS)

• Generates leads for and otherwise supports ICE HSI investigations of trade-based 
money laundering, contraband smuggling, trade fraud, and other import-export 
crimes. 

• FALCON-DARTTS analyzes trade, financial data, law enforcement data to identify 
statistically anomalous transactions. 

• Compares exports/import records (should match)
• Price Analysis to identify possible over- under- schemes
• Identifies links between individuals and/or entities based on commonalities, such as 

identification numbers or addresses
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FALCON-DARTTS

Uses raw trade data, financial data, and 
law enforcement data provided by other U.S. 
government agencies and foreign 
governments

Names and addresses (home or 
business) of importers, exporters, brokers, 
and consignees;

Importer and Exporter IDs (e.g., an 
individual’s or entity’s Social Security or Tax 
Identification Number); 

Broker IDs; and Manufacturer IDs

PII data: names of individuals engaging in 
financial transactions that are required to be 
reported pursuant to the Bank Secrecy Act 
(BSA), provided by FinCEN 

Other financial data provided to HSI by 
federal, state, and local law enforcement 
agencies

Law enforcement data consists of the publicly 
available Specially Designated Nationals (SDN) 
and subject records from U.S. Customs and 
Border Protection’s (CBP) TECS. 
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ICE “Red flag” Indicators:

🚩Payments to vendor made in cash by unrelated third parties
🚩Payments to vendor made via wire transfers from unrelated third parties

🚩Payments to vendor made via checks, bank drafts or postal money orders from unrelated third 
parties

🚩False reporting, such as commodity misclassification, commodity over-valuation or under-
valuation
🚩Carousel transactions (the repeated importation and exportation of the same high-value 

commodity)

🚩Commodities being traded do not match the business involved

🚩Unusual shipping routes or transshipment points
🚩Packaging inconsistent with commodity or shipping method, and

🚩Double-invoicing
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Bulk Cash Smuggling Center
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Bulk Cash Smuggling

Cash is bulky, no criminal wants to carry $1 million 
in currency out of, or into the USA in a suitcase if 
they can avoid it

Carrying money physically across the border 
has never been the criminal’s first choice of 
methods of moving money to a foreign bank

Target
 Law Enforcement seizures
 Courier became a target other criminals
 Courier becomes corrupted Fact: 1 million dollars in $100 bills = 21lbs. 11 oz
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National Bulk Cash Smuggling Center (BCSC)
• Established in 2009 to combat bulk cash smuggling from a 

domestic and international perspective.

• Provides real-time operational support to federal, state, 
local and international agencies involved in the 
enforcement and interdiction of bulk value and illicit 
proceeds 

• As TCOs have evolved and embraced technological 
advances and emerging financial sectors to diversify their 
laundering methods, 

• BCSC has also adapted to expand the breadth of illicit value 
transfer to include stored value, pre-paid cards, access 
devices, and digital currency or virtual assets.
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Comparative BCS analysis 2018-2020
• Travel restrictions during COVID impacted DTOs ability to move 

currency across the border
• Resulting in a significant cash stockpile within the US
• Adjustment of smaller transports to fewer larger cash loads 10x-20x 
• 2019, Newark Liberty International Airport was the second-ranking 

port in the United States by seizure with 100 cash seizures. 
• 2020, Newark fell out of the top 10 ranking. Moving up the list were 

ports such as Laredo, Texas, and Eagle Pass, Texas, which both saw a 
doubling of their outbound cash seizures. 
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The Bulk Cash Business Process
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Decrease in seizures 

Bulk Currency Seizures, 2013 – 2017 

Source: ICE-HSI National Bulk Cash Smuggling Center 

Bulk Currency Seizures (in USD), 2013 – 2017. 

Source: ICE-HSI National Bulk Cash Smuggling Center 

2020 National Threat Assessment
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Bulk Cash Typical Scheme using Banks

• Combination of structured bank deposits, funnel accounts, and bulk 
cash smuggling. 

• Pooling of proceeds into a single account as the result of small cash 
deposits at bank branches throughout the country, 

• Then either wiring the collected funds to Mexico or withdrawing 
them in currency near the Southwest border for smuggling into 
Mexico. 
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DEA 2022 National Threat Assessment

• December 2020: a Texas man pleaded guilty after an outbound inspection of his 
vehicle from the United States into Mexico found $571,497 in bulk U.S. currency 
hidden in the spare tire. 

• April 2021: three Puerto Rican men were caught smuggling over $3 million into 
the USVI using a private vessel.  CBP Air and Marine (AMO) agents noticed a 
vessel approaching without its navigation lights illuminated and initiated a stop.

• three duffel bags from the water that had been thrown overboard. A fourth duffel bag was 
discovered on the vessel. 

• One of the duffel bags was equipped with a GPS tracker. The vessel, which is registered in 
Puerto Rico, was outfitted with five fuel tanks.

• June 2020: a Mexican national was convicted for attempting to smuggle $879,000 
in alleged drug proceeds collected in the United States and consolidated in San 
Antonio, Texas to Mexico, via private aircraft. 
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FinCEN issued a Geographic Targeting Order 
(GTO) 

• Modified the Report of International Transportation of Currency or Monetary 
Instruments (CMIR) requirements for armored car services in the San Diego area 
between August 2014 and February 2016

• FinCEN analysis, appeared to show that certain armored car companies were 
knowingly involved in money laundering through their delivery of cash from 
Mexico to U.S. financial institutions

• Law enforcement information and financial institution reports to FinCEN suggest 
that much of this cash was not properly reported on CMIRs, indicating that 
armored car services and other common carriers of currency were misusing 
regulatory exemptions and filing incomplete or inaccurate reports.
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Reference:  
Examples of Documents in Trade
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Bill Of Lading

• Issued by transporter/shipper
• Acknowledges receipt of the 

specified goods once the goods 
have been loaded on the vessel

• Serves as a legal 
instrument focusing on and 
documenting such issues 
as ownership
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Manifest

• More concerned with physical 
aspects of the cargo, such 
as weight and size. 

• When the cargo is being 
shipped by several different 
shipping companies on the 
same vessel, there will usually 
be separate bills of lading for 
each company but only a single 
consolidated cargo manifest.
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Certificate Of Inspection

A document certifying that 
merchandise (such as perishable goods) 
• Was in good condition at the time 

of inspection
• Usually immediately prior to 

shipment. 
• Pre-shipment inspection is 

requirement for importation of goods 
into many developing countries.

Copyright 2017, Loughnane Associates, LLC
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Certificate Of Manufacture

Authenticated or notarized 
document certifying that the 
goods ordered have been 
produced by the 
manufacturer and are being 
held for the account and risk 
of the buyer.

Copyright 2017, Loughnane Associates, LLC
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Certificate Of Origin

Often abbreviated to C/O or CoO) is a 
document used in international trade 
• Printed form or as an electronic document
• Completed by the Exporter
• Certified by a recognized issuing body, 

attesting that the goods in a particular export 
shipment have been produced, 
manufactured or processed in a particular 
country

The Undersigned declares that the about details are correct, 
that all the goods were produces in…
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Commercial Invoice

Used as a customs declaration 
provided by the person or 
corporation that is exporting 
an item across international 
borders
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Export License

• Grants permission to conduct a 
certain type of export transaction 

• Issued by the 
appropriate licensing agency after a 
careful review of the facts 
surrounding the 
given export transaction. 

• Most export transactions do not 
require specific approval in the form 
of licenses from the U.S. Government
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Bill Of Exchange

A written order used primarily in 
international trade binds one party 
to pay a fixed sum of money to 
another party on demand or at a 
predetermined date.
Similar to checks and promissory 
notes

• The difference between a 
promissory note and a bill of 
exchange is that the BoE is 
transferable and can bind one 
party to pay a third party that 
was not involved in its creation.
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Import License

A document issued by a 
national government 
authorizing the importation of 
certain goods into its territory

Particularly important in 
sanctions and special 
designations, dual-use
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