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Learning Objectives:

Incorporate an understanding of the various virtual currencies and how they affect
financial investigations.

ELO 1 Define virtual currency and discuss the market
ELO 2 Describe the process flow of virtual assets.
ELO 3 Introduction to bitcoin transaction analysis




Define Virtual Currency

Convertible Virtual Currency

* A medium of exchange that operated like a currency in some environments

* Does not have legal tender status

* Convertible virtual currency (CVC) has an equivalent value in real currency or
acts as a substitute for real currency

“New types of anonymity-enhanced CVCs have emerged that further reduce the transparency
of transactions and identities as well as obscure the source of the CVC through the
incorporation of anonymizing features, such as mixing and cryptographic enhancements”

“Mixing or tumbling involves the use of mechanisms to break the connection between an
address sending CVC and the addresses receiving CVC. “

isory/2019-05-10/FinCEN: y%20CVC%20FINAL%20508.pdf )

FinCEN. (2019, May). Advisory on llicit Activity Involving Convertible Virtual Currency. https://www.fin
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The Bitcoin Process

Who is Satoshi Nakamoto?
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What is Bitcoin?

* An electronic payment system based on mathematical proof

* Decentralized

* Low transaction fees?

* Built on a "Blockchain” technology which ties to a PKI infrastructure
* Public Key
* Private Key
* Proof - of - Work

* Owner is determined by the last transaction

Training Purposes Only
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The Transaction Process

* Requires a Bitcoin wallet, a Bitcoin, and a wallet address
* Addresses are maintained in the wallets
* Transactions are placed in a Transaction Block for authentication using addresses

* Authenticated by “Bitcoin Miners” who get paid in Bitcoin attack the block and
then authenticate each transaction within

* Transaction is verified and distributed to public ledgers

Who is Satoshi Nakamoto?

©2023 Loughnane Associates LLC (,, i
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The Transaction Process Flow

Transaction

Block

=)

Miner

Mark wants to send 1 BTC
to Jessica.

He uses his private key to
'sign' a message with the
transaction-specific
details.

Mark’s transaction is
placed in a Transaction
Block with other
transactions.

This Block is ciphered
and then is attacked by

Miners
authenticate
transaction in
blocked and are
paid for the
process

Bitcoin Miners.

.6 BTC + .6 BTC to Jessica
(.2 BTC returned to Mark)

Whichever Miner

breaks it first gets to
authenticate the
transactions

End

About 10 minutes
after transaction
approval is given
and it completes

Available Transaction Views

Public View

a

Sender’s bitcoin address
Recipient’s bitcoin address
Amount
Timestamp

<

Blockchain.info

\ / Sender ID (on file)

A

Exchange View

All MSB users that have
transacted with the
address
All transaction notes
ID information, complete
profile and transaction

history

KYC Requirements
Transaction Monitoring

Y

4

3rd Party Services

Mapping addresses on
the blockchain to identify
source and destination of

< 4

)




v Blockchain.com

B

ockchain.com home page

Home
usD Bitcoin 57c
$42,272.04 -2.87% -1,24757
Prices
Charts 3
NFTs “I'll try and hurry up and release the
sourcecode as soon as possible to
DeFi serve as a reference to help clear up
all these implementation questions.”
[0 Academy $5 043;(.58,9:.9
a S hi Nakamoto
News ail « Nov 2008 46533 EH/s
vork Hashrate
. Developers
535.82GB
5] Wallet Blockchain Size
',,/u Exchange
Prices > Latest Transactions
Market Cap Bitcoin
) Bitcoin Bitcoi 54226900 261 (D) 0a995-enata 0.00005000 8TC
e Ethereum 7+ $2,220.65 -211% (gl ccea3-7500f 144522 0.00170372 8TC
Ethereum
© solana o 10872 220 GEED) ovocrronn s 174055108 BTC
Bitcoin Cash
$296.32 +11.58% 95cla-eB38c 144522 0.02988300 BTC
s English (< RELEEE $0.62 -3.46% 5ald0-815b8 144522 0.05850243 BTC
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Latest Blocks
Bitcoin

> 0

e

£

P

=
K

v

B

b,
K

Bitcoin Cash ncH
$227.75 -316% -7.44

s21
$72.04

$73,600.68

$1,263.63

$2,473.82

©2023 Loughnane Associates LLC
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ac8bic e adcbbeee ca cC Q& w
Transactions
e & S Olast 2 Value ~ Value AFee N Fee
f. From Block Rewa 7.61719400 BTC « $322 099
5 ~ To 2 Outputs Fee @ Sats = $0.00
Bitcoin Block 823,064 <{mmm
M ember 26 @ « All Block
e —
Iprerses From 34 Inputs 16.49876243 BTC » 549
Jnknow T To 2 Outputs Fee 11M Sats =
Coinbase Message « tG e/Foundry USA Pool #dropgeld/ W B/
»:_[:-ra\.m 2 2a4‘i1 BESH:SG‘-L_B‘?-‘. 1/53: v sent in the ‘b\c‘:k w.nm the average - From bclg-xw 0.00196251 BTC » 38299
transaction being 0, BTC ($24,868.31). Unknown earned a total reward of 6.25 ™ To 2 Outputs Fee 181K Sats » $7.63
BTC $26. a base reward of 6.25 BTC $264,286 with an
additio 672 BTC ($57,813.21) reward paid as fees of the 3,816 transactions
which were included in the block o L
3 1D: 536 From bely 0.00000500 BTC - 50.21
T™X  12/26/2023,16:39:00 Fee 87.6K Sats = $37.02
Details
1
Ragh: Depth L ID: 3 From belq 0.01220519 BTC -+ 551611
Capacity Size 1726155 ™ [26/ Fee 35.5K Sats = 515,00
Distance 10m 32s Version 0x24000000
BTC 2,2641144 Merkle Root 0
Value $94,894,283 Difficulty ™ From bclg-21 13.67433739 BTC « 5578
2 Outputs « $23
Value Today $94,843,251 Nonce To 2 Outpu Fee 55.6K Sats « 523
Average Value 0.5880802822 BTC Bits
Median Value 0,000 Weight 993,036 WU 61D @ From belg-2vs 0.34777806 BTC + $14,706.09
Input Value 2,245 Minted 6.25 BTC ™ To 2 Outputs Fee 55.6K Sats » 52

©2023 Loughnane Associates LLC
www.loughnaneassociates.com




0.00196251 BTC + ¢

Amount

Fee 18,054 SATS « &

From 1a2-4xwiw

To 2 Qutputs

Confirmed
This transaction has 2 Confirmations. It
‘was mined in Block 823,064
° This transaction Is eff

detected

Transactions
within the
block

Advanced Details

Hash
Position
Age

Input Value

Fee

Fee/VB
Weight

Coinbase No
RBF
Version

Change Address

New UTXO

Training Purposes Only

Block ID
Time

Inputs
Outputs
Qutput Value

Fee/B

Size
Weight Unit
Witness
Locktime
BTC Price

0.00088056BTC

0.001081958TC - 5

12 AM GMT-5,

The transaction currently

©2023 Loughnane Associates LLC
www.loughnaneassociates.com

Tracing transactions in the

blockchain
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What story can you see in this transaction?

Explorer Buy Bitcoin Trade

Summary © usp | BTG

This transaction was first broadcast to the Bitcoin network on April 21, 2021 at 8:10 AM EDT. The transaction currently has 2 confirmations on the network. At the time of this
transaction, 0.28324024 BTC was sent with a value of $15,526.79. The current value of this transaction is now $15,718.92. Learn more about how transactions work.

Hash 04300 3b063d047b1384dc7189deba835... H 2021-04-2108:10
IMUvgqed8G33qgolguHz3ypD3udLnRUeRA4 012350422 BTC & ‘ TMCrzd7 TVSxmrgF 4tk Go2CByDYWGyoxKhj 0.01506969 BTC &
1pVGyX1U9JgeERdsiTc6zdmQQzR55eHT 016020304 BTC & 3Mr 1J75hqZ8ti WWGqzclyTFAEWs 0.00110000 BTC &

18Xg5cPz9WN8g4dicgqqjW3dLBbrgbPTPgk 0.00349123 BTC &
TKiXfP3xiYBVpzArj2HSEPCiQFtgsodc26 0.02980000 BTC &
1JQsqQnASTIIdkRZyYDiwNscJ7NIdELKGC 0.01355008 BTC &
belg qrpSuzugpt0 jgjkehrrtdwnzdxk... 0.00087608 BTC &
1LxsFZZnPvFpznDNUdovEBsgdYQ4ABVhY] 0.19951096 BTC &

TNUwWI2vXddMf6tY TG1oR2RIyY 2r88ypSWC 0.01984220 BTC &

Fee 0.00046702 BTC

0.28324024 BTC
(81.790 sat/B - 20.447 sat/WU - 571 bytes)

2 Confirmations

Training Purposes Only

What to look for

ACH Data (formatted to NACHA guidelines)

A “Research Number” used by ODFI and RDFI
* Company Entry Description

Three Letter Code
* Standard Class Entry Code r-_
Prearran

« ODFI/RDFI Identification Numbej

* Trace Number
+ Batch Name/Number

SWIFT Message Data
T ﬁswm : s (——
Network Priority :

* ODFI/RDFI Account Numbers
Response Acknowledgement (NACK, FIN)

. . Urgent.

* Type of Transaction/Transaction Code Transaction - N

SWIFT Input Notification
* Recipient Name/Identification Number FIN MT103 s.,.g., customer redic ransfer Message Type 103: Order to Pay Beneficiary
. Sender BNGRGRAA ODFI: Bank of Greece, Greece, Athens

Recipient Account Number Recelver ABBCCHZA : . , e
. RDFI: ABB Capital, Switzerland, Zurich

« Sender Name MUR : BANK PRIORITY

20 : PAY/001

3 CRED

« Sender RDFI Account Number PHOB/555-333:0111 Phone Number

033018EUR111757 mount
COLOMBO COMPANY
www.yaluetoucheseverythi Training Purposes Only FREE TRADE ZONE
DUBAI, UAE
59: /12345678901234
ANTHONY ZABARA
100 CRIME STREET N
ATHENS GREECE

Sender: Company Location

Recipient: Anthony Zabara, Address

PAYMENT OF DIRECTOR BONUS Free Text Area
SHA

©2021 Loughnane Asso

©2023 Loughnane Associates LLC
www.loughnaneassociates.com
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The information Is here

1MUvgqe48G33qolguHz3ypD3udLnRUeRA4 012350422 BTC & » IMCrzd7 TVSxmrqF4tkGo2CByDYWGyoxKhj 0.01506969 BTC &
UXTOs 1pVGyX1U9JgeERdsiTc62dmQQzRS5eHTY 016020304 BTC & 3MrWKEkwJ75hqZ8ti6mEWWGqzclyTFAEWs 0.00110000 BTC &

18Xg5cPzIWNBg4icgqqiW3dLBbrgbPTPgk 0.00349123 BTC &

IKiXfP3xiYBVpzArj2HSEPciQFtqsodc26 0.02980000 BTC &
1JQsqQnASTIIdKRZyYDiwNscJ7NIdELKGC 0.01355008 BTC &
belgSkegwgarpSuzugpt0od9sjgjkehrrtdwnzdxk... 0.00087608 BTC &

LxsFZZnPvFpznDNUdovEBsgdYQ4AGBVhY] 0.19951096 BTC &
INUW12vXddMfBtY TG1oR2RIYY 2r98ypSWC 0.01984220 BTC &

Fee 0.00046702 BTC 0.28324024 BTC
(81.790 sat/B - 20.447 sat/WU - 571 bytes)
2 Confirmations

©2023 Loughnane Associates LLC
www.loughnaneassociates.com
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Hash 043000d5fdf9602ad5adbee3b063d047b1384dc7189debas3s... M a 2021-04-2108:10

R SRR ]

2

Unspent Transaction Output (UXTO)

(https://academy.binance.com/en/glossary/unspent-transaction-output-utxo)

* A transaction output that can be used as input in a new transaction.
* Each input in a new transaction is an output in a previous transaction

¢ UTXOs define where each blockchain transaction starts and finishes.

* The UTXO model is a fundamental element of Bitcoin and many other
cryptocurrencies.

©2023 Loughnane Associates LLC
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Common Input Ownership Heuristic ¢=== e

Transfer .8 BTC
UXTOs
From past
transactions

.7 BTC

.1 BTC Returned .1BTC
Change Address
New UTXO

If a transaction has multiple inputs those distinct
addresses are all contained within the same wallet
and controlled by the same individual

©2023 Loughnane Associates LLC
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|Identifying the owner

SUPPORTING THE MUJAHIDIN IN SYRIA W
/ n‘-Lf-"’"\Q‘\L‘ J .ir.\‘i " £ s D ANI OTH
PROIECTS ASSISTING THE BHAD
Y ne)
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Working with the Public View

15K9Zj1AU2h|T3ebZMIWqDsMv3fFXTNwpf

There are 2 blockchains with result(s) to your search:
15K9Zj1AU2N T 3ebZMtWgDsMv3fFxTNwpf

) BTC  Address 15K9Z-TNwpf

€) BCH Address 15K9Z-TNwpf

Purposes Only

15K9Zj1AUZhjT3ebZMWqDsMv3fFxTNwpf Q

Win 8.88 BTC ™ 5BTC Free Bonus B

www.loughnaneassociates.com

o

15K9Zj1AUZK|T3ebZMWaDSM3IFxTNwpf a %
Wall Chart
Summary
& i [ L °
b % et e isulol epmRIAIs . 009036343 BTG 0.08945595 BTC 0179819388TC
Address used: el S—
23 times “
Total Received:
$3,896.18 Transactions
Total Sent:
I 0.08006300 BTC - ¢
$3,857.05 ©  tesreoze, o Foo 671K Sats_» 52854
Current Value:
. . From 1M > 000004200 BTC «
$39.13 © 10512020, 08 050 To 2 Output co 1NIK Sats - 54789 ™
From 0.00001008 BTC « 5043
© To 2 Output oo 291K Sats - v
From | 0.08006800 BTC - &
L) To 2 Output Feo 205K Sats - 5566 ¥
I . From ™ 0.00005000 BTC « 5216
©  osizeze 012 To 2 Ouiput e 291K Sats - $1256 ¥
; From 1+ 0.00002000 BTC -
©  orseze. 0z Toz t Fae . ~
i . From 0.00003200 BTG + §1.15
© 10252020, 015530 To 2 Output Foe 904 Sat ~
0 From ©.00005550 BTC - 57 5
Q@ o g To 2 Outpu Fee 53K Sats + ¢ ~
; From 0.08004000 BTC - 51
©  oz612020, 0129 To 15K9+ Fee 46K Sats « 5193 ¥

Training Purposes Only

”Sats”= Satoshis
represent 17100000000

(one hundred millionth)
Smallest bicoin value

©2023 Loughnane Associates LLC

www.loughnaneassociates.com (b
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FGaning Games ik towint

16wBG-3AVWd

Bt s
oGNS Tapca 1 LB SRS

B g
0.00000000 - 5000
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s | svrcrossoms

uso

= o
0O = &
’BOL} LE ( PLAY NOW
summary
asemmarmare aonomarinc Pt
.
:
p—
e bl ke e~
Previous Transaction T
What could O e .
be T
i ;
happening in Outputs  fessswseette ;
e
this st
. " ssoeraziic -
transaction? ° " it
From
LA -
I i Anything here?
To
1 a
saimane
Outputs i -

©2023 Loughnane Associates LLC

www.loughnaneassociates.com

Address used: Wal
23 times [

Total Received: This acdcess s ransactad i p %
$3,896.18 3 8 adid han 3 " 009036343 BTC o0srussrsBTC
Total Sent: 5 o
$3,857.05

Current Value: R

$39.13

°
) ?nm 1930-
o From

To 2 Output:
Q@ e Eronriia
° T2 o
©  oreroza 015536 From 17A0-
o ?om. " .
© RN i

Training Purposes Only

”Sats”= Satoshis
represent 1710000

200004200 BTC » 57107
Fee 1NIK Sats » $478% ™ o
(one hundred millionth)

Smallest bicoin value

2.00001000 BTC - 50.43
Fee 290K Sats » $1256 ™

0.08006000 BTC « 52 57
Fee 20.5K Sats + 52 66

<

0.00005000 BTC « 5216
e 291K Sats « $1255

0.00002000 BTC
Foo 904 Sats

0.00003260 BTC

Feo 904 Sats ~
0.00005550 BTC - 575

Fee 5.3K Sats « € b
000004000 BTC « $17

Fee 46K Sats « 5198 ¥

©2023 Loughnane Associates LLC
www.loughnaneassociates.com
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15K9Zj1AUZhjT3ebZMIWgDsMv3fFxTNwpf

@ Sponsored: $1,000,000 Jackpot & Provably Fair Casino Games  Click to win!

- usp
Bitcoin Transaction
Summary
Hash ID
Amount  0.00100479 BTC « Advanced Details
Fee 111,078 SATS »
E——) From Hash
To Position
. Age
Confirmed Wi Vi
This transaction has 167,664 Fee
A Confirmations. It was mined in Block
655,530
Fee/VB
Weight
Q Coinbase
REF
Leam More Version

JSON

From

(-]
0.00111557BTC -

SPINS BT
0.00100000BTC -

First broadcast PLAY NOW

Block ID
Time

Inputs
Outputs
Output Value

Fee/B

Size
Weight Unit
Witness
Locktime
BTC Price

To

0.00004200BTC -

00096279BTC «

Wina8s1C® | $8TC reeBomus'®
[

)
—
& TMéqu-eetpC uso
Sitcoin Address
IMéquCcdUDIghs S4 4uZvEITRWLXaNVeetpC
Sitcoin Batance
0.00000000 - $0.00
2 | 7 |
7 + 1000% [
BC.GAME CLAIM NOW
DEPOSIT BONUS |
*
Wallat
Summary
° ° °
000592109 81C 0.003¢2109 BTG 0.00784218 BTG
7
Transactions
From -0.00211557 BTC
o To 111K Sats ~
From
®
2.00IM5578TC
2 [
0.0010000087G -
To
)
0.00004200BTC
8 L]
0.000762798TC
)
—

13



Outgoing Tx

1D

From
e

To
1

° .'L".‘.'bl-:'.“:'w-

w

on

0.08600000BTC + 2

0.00578611BTC + $243 48

Date/Timestamp
From 1
To 19ck
[ | \'al a
w ] Q

Follow the trail

Training Purposes Only

Amount/Fees
Addresses l

-0.00600000 BTC » -%
Fee 21.4K Sats «

$9.01

L
www.loughnaneassociates.com f\w:f

©2023 Loughnane Associates LLC (

Google Chrome  File Edit View History Bookmarks Profiles Tab  Window  Help

zoom @ ¥ & f B O O ¥ wa T Q B O FiDec2e 244PM

® 4+ Q@+ 0 WO @@ @&l @ 0 H 8| o)@® wi@le. @ @/ B O @ @01 . x

» € 5 blockehal /19ckaZLPDzN7 s2EcFtsjLobu71eAQWFDDE.
ared Document.. @ c d L T Loughnane As @ NewTab () CFEMember Bene.. 3 Blockchain.com ...
Blockehain.com [ a %
e ° B— EEITERS EIIITIES I
Prices .
~_ 19cka-WFDD8 uso
Charts. g L] r F
< ncoin Agaress
e 19ckaZLPD2NTs 2EcF1siLobul 1eAQWFDDE ©
Deri
Bicoin alarcs
Academy 0.00000000 - se.00
News 5
$1000 +
Beveiopers BC.GAME 15% COMMISSION | CLAIM NOW.
Walot 2
Exchange
Summary
e @ e & i vorma
Btcoin a3sasiseanTc o3sa150087C srezETC
Ethereum L
=
Bitcoin Cash

Training Purposes Only

wil b+ v B e
a % O O @ Finshupdate }
3 All Bookmarks

=3
| s x =
&

ag
£
Q, search bookmarks

All Bookmarks Newest = B 2
New folder
Bookmarks Bar
Basic Site.

Anwar_al-Awiaki_Ties_120318.pd!
W Countarextimism com

Terrarist Groups | National Count...
weemdnigov

@  Advanced TheestFinance Course...
Intelshars.intolink gav
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Higher value transaction FROM

> il From
o 12/01/2017, 14:55:33 To ° "
From
(- \UZhi T 3ebZMIW o)
0.07574079BTC » 531882
To
0.07549354BTC « 531778

Follow the trail

Training Purposes Only

-0.07574079 BTC « -$3,188 25
Fee 24.7K Sats « $10.41 ™

©2023 Loughnane Associates LLC
www.loughnaneassociates.com

TH9zE-vfhdk

Bitcoin Address
P 1ZXNGFF 1L,

Bitcoin Balance
0.00000000 - s0.0e

==
santa’s Gift

BC GAME

Summary
. - otal Recelved @
Let’s talk about 3 has sant b rni il
this one 006000000 BT $0.00 ; -
What is the 2
useful
information Transactions
here?
L o From
° 2/2812017, 11:57:4. To ? JTput:
i From
© ‘oo risse s
- From L
O  ezen eave To 2 Output

PRIZE POOL

012649354 BTC

usD

al Vo °
0.25298708 BTC
012649354 BTC - -55 526 5%
Foe 2662K Sats » 311215 Y

0.07549354 BTC - ¢

Fee 24.7K Sats ~
0.05100000 BTC - £2165 59
Foe 344K Sais « $14.49

Training Purposes Only

©2023 Loughnane Associates LLC {
www.loughnaneassociates.com

15



TH9zE-vfhdk uso
Address m———) ® Basess (P2

B Bitcoin Address
1 i BIZXINGFF 1)1,

Bitcoin Balance

Balance m————) 0.00000000 - $0.00

- Gyl . PRIZEPoOL “'.q
Santa's Gt~ -~ S
o oo =) UEAUgUAEA g
Summary
1 delre & 1 t t. tal ws @ ol Sant @ i s o
- RV f8.126475 012649354 BTC 012649354 BTC 0.25298708 BTC
Summary e————) shae santa ora of 012643354 8 5,328 s
Frequency e Ll °
3
Transactions
0 i @ From @ -012649354 BTC - - o
2/2012017,1 To 2 J1put: Foe 266.2K Sats + 5112
Outgoing/Incoming p—)

g g/ g i i 0.07549354 BTC « 13150
Dates of Use © To Fue 207K Sats - $10.42 ¥
Amou.nt? ° ! From : 005100000 BTC « 214555
Associations 21012017, 14:49:0 To 2 Cutput Foo 344K Sas « $14.49

0—q ©2023 Lough A iates LLC 4
Training Purposes Only e (

www.loughnaneassociates.com '\u,{

Methods To Identify an Address Owner

SUPPORTING THE MUJAHIDIN IN SYRIA WITH
WEAPONS, FINANCIAL AID AND OTHER
PROJECTS ASSISTING THE JIHAD

Rl Cilas sl 5 Al L) ga (08 Gt laall a8

gl o8 8 (Al g peaall Oa TALE

’15\-(92’11AU2th 3ebZMtWqDsMv3fFXTNwpf
ﬁa

Traini p Onl ©2023 Loughnane Associates LL
raining Furposes Unly www.loughnaneassociates.com
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Methods To Identify an Address Owner

* Personal Information Posted: Collecting donations on a personal blog

* Posting an address on a website using their real name as owner of registered domain
* Use real identity in a forum with address

* Use of address in social media (Facebook, LinkedIn, etc.)

* Tracking Outside Purchases (name and shipping information?)

* Searching for Thin Client or Hosted Wallet Usage

* |P transactions traced by the Internet Service Provider

* |dentify the exchange holding the account who logs transactions

* Using Transaction Analysis software firms such as Elliptic or Chainalysis

N
b
Don’t Forget The “Old School” Financial Investigation
Methods
* How does the suspect purchase equipment and material related to the crime?
* Shipments are paid? - Cash? Credit Card? Debit Card? Prepaid Access?
* Track the credit card transactions
* Track the prepaid access cards
. Hhow |?s suspect loading them? At the counter at Walmart? What is suspect doing to load
them?
* |s the Exchange account associated to a bank account?
* Do the bank records show transfers/receipts from a VASP?
* Where does the cryptocurrency convert to fiat? And what happens to the money?
Subpoenas, Warrants, Seizures, Interviews, Informants, Cellphone and Surveillance, and so much more
N
b

17



Pocket Litter!

Element peach process pyrrhic...

Keep it!
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Intangible Property And
Non-Fungible Tokens

Training Purposes Only
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Crypto Money Laundering Scenario

MSB TMS alerts
to large bitcoin
deposit for
account holder

Source addresses
‘ identified and ‘
assessed

Suspect
addresses show
multiple
addresses for
money in, two
for money out
(account holder
is one)

Several source
addresses
associated to
dark web site
selling narcotics

Track account
holder money
out to 2 accounts

Money out from

external
in another ‘ accounts come What can we deduce?
exchange — back to another
No other account in
deposits exchange
identified
2
Generator Placement Layering
D
Wallet
Suspect Outside the
Addresses VASP (MSB2)
identified TS ALERT
as POI Wallet 1
i at the VASP
associated (MsB1)
to dark
web or
other illicit Integration
activity POI Wallet 2 Wallet
\ ) BANK at the VASP Outside the
Account (MSB1) « VASP (MSB 3)
=
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Virtual Asset Service Providers
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“Virtual Assets” And “Virtual Asset Service Providers’

Department of the Treasury
Financial Crimes Enforcement Network

Guidance GUIDANCE FOR A RISK-BASED APPROACH
FIN-2013-G001
Issued: March 18, 2013 VIRTUAL ASSETS AND VIRTUAL
Subject:  Application of FinCEN’s Regulations to Persons Administering. ASSET SERVICE PROVIDERS
Exchanging, or Using Virtual Currencies

FINCEN ADVISORY

FIN-2019-A003 May 9, 2019

Advisory on lllicit Activity Involving Convertible
Virtual Currency

Criminals continue to exploit virtual y to support illegal activity, money
laundering, and other behavis u.s. securify, g through
entities facilitating its anonymous use.

pl‘l:-

S June2019
» J‘

©2023 Loughnane Associates LL
www.loughnaneassociates.com
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FATF REPORT

Virtual Assets “Operational agencies including Financial
Intelligence Units (FIUs), law enforcement
authorities (LEAs), and prosecutors may find

g1 Mansy Luiindeting ahl this report a useful reference for analysing
Terrorist Financing

Red Flag Indicators

suspicious transaction reports (STRs) or
improving detection, investigation, and
confiscation of VAs involved in misuse. “

..Notwithstanding, criminals did make use of VAs to evade
financial sanctions and to raise funds to support terrorism.

©2023 Loughnane Associates LLC

Tralnlng Purposes Only www.loughnaneassociates.com

Type of Offenses (FATF)

...Notwithstanding, criminals did make use of VAs to evade
financial sanctions and to raise funds to support terrorism.

FATF REPORT
Virtual Assets

Sale of Controlled Substances (most reported)

Red Flag Indicators
Proliferation

of Money Laundering and Fraud
Terrorist Financing

Tax Evasion
Sactions and SDNs
Child Exploitation
Human Trafficking

©2023 Loughnane Associates LLC

Training Purposes Only www.loughnaneassociates.com




Common KYC Requirements

* Full name
* Date of birth

* Phone number and/or email
address

* Physical address and/or country of
residence

* Photo/scan of government-issued
ID such as a driver’s license or
passport

* Copy of utility bill
* Photo of yourself with your ID

P

-

FATF: Virtual Asset Service Providers

* Classified as Money Services Businesses
* Remember the requirement for foreign registration

* FATF defines Virtual Asset Service Provider (VASP) as:

* Any natural or legal person who is not covered elsewhere
under the FATF Recommendations

* As a business conducts one or more of the following activities
or operations for or on behalf of another natural or legal
person:

* exchange between virtual assets and fiat currencies;
* exchange between one or more forms of virtual assets;
* transfer of virtual assets;

safekeeping and/or administration of virtual assets or instruments enabling
control over virtual assets; and

* participation in and provision of financial services related to an issuer’s offer
and/or sale of a virtual asset.

23



Decentralized Exchanges (DEX)

[TRADEOGRE  markes  help

Fee Schedule

TradeDgre currently implements a 0.2% trading fee on al fulfiled orders.

Withdrawal f ula echnolo = have minimal withdrawal fees,

TRADEOGRE  Markess  Help

@ BIC Markets

i L : v @ v
CONS
PROS *No way of buying crypto
with fiat

*Simplest registration ever
*No KYC verification

*Low fees

*Neat trading interface

*No official support
*No way of marking
favorite coins

P e e *Accepts worldwide *Ugly charts
customers
7—‘—«-&' N —— A
i) Y ogisn B
Perfect Money ® e = B
Just perfect — 2 Signup kasin Exchangers Tour Help | Security Center

Fast, easy, comfortable
way to develop your money

AboutUs  Features  Fees  E-Vouchers Guarsntees FA.Q.  ContactUs

Access to Perfect Money accounts from the United States is not allowed.

Senvices of Parfect Money are not availabie 1o US citizans or US resicents
This includes US residents/citizens leaving ovarseas. in short, f you live in the USA,

= In operation since 2007 All Account that belong to US Citizens/Residents/US Companies will
ey s . . be disabled within 15 d
= Says it is based in Panama, but the Panamanian Toeaa DAy
government says no
. Dear Customers,
= Once a user obtains an account, they can transfer Perfect
Money units to other users inside the system

In line with our policy, all accounts that belong to US
Citizens/Residents/US Companies will be disabled on 1st of July. If you

Southern Methodist University 2011 study - Liberty
Reserve and Perfect Money were two of the most widely
accepted digital currencies for online Ponzi schemes

Of 1,000 websites that linked to Perfect Money, they
found 70% that were Ponzi schemes

still have funds on your account, please take appropriate and timely
steps to withdraw the balance. Please note that after 1st of July, no
transactions can be executed at accounts that fall into the above
mentioned category.

Please do not postpone taking action to withdraw you balance.
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Non Fungible Tokens and MMOs

;vgé
“Intangible Property”
No physical substance
* Intellectual property
* Non-fungible tokens (NFTs)
* Copyrights
* Trademarks
* Patents
* Virtual World Assets
N
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Non-Fungible Tokens

* NFTs are unique cryptographic tokens that
exist on a blockchain and cannot be
replicated.

* NFTs can be used to represent real-world
items like artwork and real-estate.

* "Tokenizing" these real-world tangible
assets allows them to be bought, sold, and
traded more efficiently while reducing the
probability of fraud.

* NFTs can also be used to represent peoples’
identities, property rights, and more.

©2023 Loughnane Associates LI

Trammg Purposes Only www.loughnaneassociates.com

i Larva Labe Projects  wring  About v

CryptoPunks Overview

Punks for Sale

ransaction History

CryptoPunk 3621

One of 3840 Furmale punks.

Accessories

Mohawik Earring Cigarette

441 punis have this 2459 punis have this 961 punics have this
Current Market Status

™

™

Transaction History

Type From To Amount Tan

Offer withdrawn Mar 12,208
Offered. 20% (536995] Mar 10,200

Sold Oxbbedd  Oxfearss 0,092 [342) Dec 03,2017
ottered 008z (836 Novorzem
Calmed Oxbbbedd Jun 23, 2007

©2023 Loughnane Associates LLC :
www.loughnaneassociates.com
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Non-Fungible Token

* Cryptographic assets on blockchain with unique identification codes and metadata that
distinguish them from each other

* Unlike cryptocurrencies, they cannot be traded or exchanged at equivalency. This differs
from fungible tokens like cryptocurrencies, which are identical to each other and,
therefore, can be used as a medium for commercial transactions. They can be traded or
exchanged, one for another.

* For example, one Bitcoin is fungible because it is always equal in value to another
Bitcoin

* Made unique and irreplaceable, thereby making it impossible for one non-fungible
token to be equal to another

)
=
Non-Fungible Token
* They are digital representations of assets and have been likened to digital passports
because each token contains a unique, non-transferable identity to distinguish it from
other tokens
* Just like Bitcoin, NFTs also contain ownership details for easy identification and transfer
between token holders
* Owners can also add metadata or attributes pertaining to the asset in NFTs. For
example, tokens representing coffee beans can be classified as fair trade. Or, artists can
sign their digital artwork with their own signature in the metadata
)
=
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Massively multiplayer online game value transfers

“Gold Farming”

* The practice of playing
a massively multiplayer online
game (MMO) to acquire in-game
currency, later selling it for real-
world money

* Player wishing to save many
hours of playing time, are
willing to pay substantial
sums to gold farmers

R
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Questions?

Loughnane Associates LLC
Value Tonches Everything
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