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Learning Objectives:

TLO7. Incorporate TBML investigations into criminal cases and money laundering
investigations.

ELO 7.1 Understand the dynamics and mechanics of TBML.

ELO 7.2 Develop the investigative skillsets needed to investigate TBML.
ELO 7.3 Develop an international illicit flow of funds investigation.
ELO7.4 Know how to use trade document to develop a criminal case.
ELO 7.5 Identify different TBML schemes and mechanisms.




Definition And Mechanics Of
TBML
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Defining TBML

TBML is “the process of disguising the proceeds of crime and
moving value through the use of trade transactions in an attempt to
legitimize their illicit origins” ~ 2006 FATF
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Defining TBML

Why is it used?

* To use commerce as a cover to move funds and assets throughout
jurisdictions

* Geographic: To use international commerce that matches the
illicit flow of funds and illegal products

» Commercial: Justify the use of financial service institutions to
move criminal proceeds

Defining TBML

Tactical Challenge

* Volume of proceeds
* Frequencies

» Geographies




Defining TBML

Illicit finance logistics lr@l

$10m product
* Placement — = Storage
* Front 4 = Wealth
companies Yi iy management
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Defining TBML

The volume and complexity
of international trade

Tactical challenge
= 79,000 containers daily

£,

7 § U.S. Customs and Lo .

U Border Protection = $7.3 billion enter the U.S. daily
LN 5EC

"= From most geographies in the world
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Who Exploits TBML?

TRADE BASED MONEY LAUNDERING THREAT ACTORS

DRUG CARTELS TERRORIST ORG. INSURGENCIES
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Developing The Investigative

Skill Sets

What to look for
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Legitimate Commerce Dynamics

R EEEE——— .
UNDERSTANDING THE The volume and complexity

MARKETS . of international trade

* Understand legitimate supply-demand in the markets
* Geographies/jurisdiction of production

* Market place
* Logistics

* Financial services

©2023 Loughnane Associates LLC [ .

Training Purposes Only www.loughnaneassociates.com (w

Key To Decipher And Understand TBML

Global trade Illicit trade

Production Production
Marketplace Marketplace
Logistics Logistics

Finance Finance
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Agroindustry trade
= Commodities flow north
= Funds (payment) flows south

Transportation
= Shipping (land, sea & air)

Supporting services g

= | ogistics N
= Banking lﬁ':”‘i%
= Insurance LN

= Ports of exit & entry
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General Questions To Develop The Case

Facts to discover and correlate:

Global trade | lllicit trade 1 hd Geogrcphy b}?/ prOdUC'l' &
e ection marketplace?
_ Marketplace | dumm) * Shipping & associated logistics?
= p—— * Financial services support?

* How are proceeds placed within the
financial system and how do they
flow?

* Document & Evidence trail?
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Developing The Investigation
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TBML Investigation

Case descriptive data

Market —US.A-Canada Who, what, where, why, and when?
Illicit market — Drugs (cocaine)
Supply origin — Colombia/Peru

Shipping paint = Calombia How — modus operandi
Logistics — Maritime

Port ofentry — New Jersey
Method — Papaya and drugs

- Uz w s m

Supply T————————————————) Demand
el Co dity flow
e — o

©2023 Loughnane Associates LLC { % .
www.loughnaneassociates.com [
&

Training Purposes Only




TBML Investigation

Who is associated?
What document trail can we get?
Who signed the documents?

¥

Businesses

Commodity flow l*E
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TBML Investigation

Esﬁ Insurance Co.

AAAA 3l
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Export Logistics Co. Logistics Co. Import
Front Co. : Front Co.

=
W
Warehouse Shipping Port Operations
Co. Co.

Co.

Supply . % Demand
[
-

Commodity flow l"’é
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TBML Investigation

e . Fund flow
7@L _
-
A

0

Insurance Co.

[ onan)

[Eal [

Export Import
Front Co. Front Co.
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TBML Investigation

* How are the funds moved?

* What type of payment is used?

* What interbank communications are used?

* Who signed accounts and orders?

* How many nonfinancial service businesses are involved?

* Who services the accounts?

. 'i~' = Fund flovw i
* What document trail we can collect? -l' | ‘//«ﬁ"g
]
* What can we observe using surveillance?
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TBML Investigation

. Fund flow P -
I e
[ N‘ — |
Export chlstucs Co. LDEISt'CS Co. Import
Front Co. Front Co.

e ¥ Vs I"

Warehuuse 5h|pp| ng Port Operatluns

Supply __-==— Demand
l‘*L Commodity flow I+l
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Collecting Data & Evidence Data

* Names associated with each
* Documents to collect
* Point of placement of proceeds

* Financial trail Fund fiow

Logistics Co. r':::go

S o B

Supply ——) D d
M Commodity flow i |
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Collecting Data & Evidence Data

|

/ . v Fund flow
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Three Vulnerability Targets
Financial Systems @OD 1. FINANCIAL
contain:
v’ Storage of Evidence
v Instruments of Financial
Crime & Terror Finance
v Victim
COMMUNICATION PROCESS
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A Vulnerable Node

- Fund flow
11—
| Insurance Co.
— [ o
i 3
Ff:::é; Logistics Co. Logistics Co.
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Warehouse  Shipping Port 0<p:erations
o, Co. o
Supply h Demand
- .
| & Commodity flow el
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Document Exploitation &
Evidence Collection
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Basic Trade Documents

Leaves a document trail from:
* Banking
Fundiflow * Insurance
* Customs

/(‘] * logistics
== H—F

4

F/I’Cn. ‘/\‘ =/\ meCn ] )
B A g, 2EmE §o@m S The three basic trade documents:
Supply - = mr Demand i B|” Of |Gd|ng

l’L Commaodity flow l‘é

* Policy of insurance
* Invoice
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Payment Document

Date: _

Seller (exporter) payment document B S

Beneficiary:
City of Overland Park, Kansas
8500 Santa Fe Drive

Overland Park, Kansas 66212

Letter of credit

Amount:
Expiration Date:
Auention: Chief Financial Officer

Title /transport document ”";:".::ﬁ:;*::t‘e-‘;;!:‘,.‘:::f:'::":‘;—-:;;:;“&' S

o6 10 draw on  heBaskup

for the

¢ |nvoice S — L

This Letier of Credit is available by payment with _______ {the Baak) against
poveomtion of you delis)  sight dewws ou (the Bank ) sad

° chkin |is1' accompanied by the original of this Letier of Credit and original amendment, if any
g

mu;mnnmu wnder this levier of credit must bear on it face the clause “Drawn under
the Bank) Letter of Credit No.

° CerﬁfiCGTe of Origin e i — for full or partal

Tll Letier of Credit will expire (the

* Inspection certificate T . i T T A 2
the term “business day” means & day on which the Bank is open for the purpose of conducting a
commersial banking buviness

hibit A” may be made in the form of a fax, by courier, us postal

* Buyer seller data
+ Address, phones, others 7 0 yvep i et A A i by wil s O e

1 demand for pay nrl m.hkl‘!!'ll'r" under al or prior (o 12:00 p.m. ("T/( DT.oma
Y E-I-C business & hereut.
. payment shall be made o yo “rmwhkmnk!l w immediately avaslable funds, not later
that 3:00 p.m., C.S.T/C.D.T., on the same business day. If the demand for payment does not

conform 1o the terms and conditions of this Letier of Credit, the bank shall give you prompe
wotice pot later than 3:00 ps, C.5. T/C.D.T.. o the sarme business day
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Payment Document

* Seller (exporter) payment document

* Open accounts
* Wire transfer between importer and exporter

* Basic data
* Name
+ Address
* Account numbers (buyer & seller)
* Very general reason for transfer explanation (e.g., invoice #1234)

R
e
29
Payment Document Comparison
Open Accounts Open Accounts
* Name * Title /transport document
* Address * Invoice
* Account numbers (buyer & * Packing list
seller) * Certificate of origin
* Very generall reason for * Inspection certificate
jrlransfer explor’l,ohon, e.g., « Buyer seller data
purchase of x * Address, phones, etc
- Invoice #1234 PRI S
R
e
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TBMI. Schemes And Transfer Of
Value
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Basic TBMIL. Schemes

Invoicing a product at a higher price/volume
to justify volumes of funds moved

OVER INVOICING

Sending two or more invoices for the same
MULTIPLE INVOICING shipment to justify the volume and
frequency of fund transfers

Faking a shipment to justify fund payments

BLACK MARKET PESO Transfer of value and national movement of
EXCHANGE funds

Traini P Onl ©2023 Loughnane Associates LLC
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TBMI. Schemes

OVER INVOICING

e $2,907,070.5
50 Kilos invoiced 10 Kilos sent -$581,414.1
2,907,070.5 .
’ $581,414.1 $2,325,656.4
i MULTIPLE INVOICING . |
B
: o , $54,000
. ». 6 Shipments invoiced 1 shipment -$9000
&. $9000 each sent valued in
Total $54k $9k $45,000
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TBMI. Schemes

F

f“,":‘i“i\ ) Fund flow
= s

Supply — Cocaine flow
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TBMI. Schemes

Fund flow

Re
Supply — Cocaine Tlow
=t
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TBMI. Schemes

BLACK MARKET PESO
EXCHANGE

Commodity flow

Demand
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TBMI. Schemes

[ e o
[ ] @S W -
Importer  {mmeeeeeeeeseeees A F G Bimeeeeessesssssm——  Exporter
& = 8 B

Commodity flow

3 Commodity flow
' HANES T (RIS
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TBMI. Transfer Of Value

UNDER INVOICING

(&

$4,200,000

2000 laptops $2,100 each True value -$600,000
billed at $4,200,000

illed at $ $300 each $3,600,00

I
ﬂﬂ Delivered $457,770
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Investigative Process & Resources

A Line Of Questioning And Asking For Help

39

Questioning Data & The Target’s Behavior

* Does the target have frequent commercial involvement with high-
risk geographies or destinations of funds?

* Do letters of credit suffer many amendments?

* Is there excessive defaults on trade finance guarantees?
* Is the trade structure unnecessarily complex?

* Does the suspect trade in high-risk goods?

* Is there any documentary traded goods details discrepancies?

O &)

o
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Questioning Data & The Target’s Behavior

Developing The Criminal Investigation

* Identifying underlying crime and illicit market

* Identifying commercial TBML infrastructure /scheme
* Charting the commodity and fund flows

* Charting the network and vulnerable nodes

* Collect documents and evidence

* Identify the point of placement of proceeds
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Resources & Support
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* ICE established the Trade Transparency Unit to:
* Identify global TBML trends

* Conduct ongoing analysis of trade data provided through
partnerships with other countries' tfrade transparency units
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Trade Transparency Unit (T'TU)
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“One of the most effective ways to identify instances and patterns of TBML is
through the exchange and subsequent analysis of trade data for anomalies that
would only be apparent by examining both sides of a trade transaction.”

N
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Other Resources

* U.S. Financial Intelligence Unit (FIV)

* Can provide BSA data in support of investigations
* Has a point of contact that can collaborate with a case

* Can contact the EGMONT group for foreign FIU assistance
* Egmont request
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Task Force Approach

Operational Concept:

* Task Force
* Multiagency
* Mutual Legal Assistance Treaties (MLAT)

)
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Questions?
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