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Loughnane Associates LLC
Value Tonches Everything

Learning Objectives:

TLO 9. Describe the roles of Gatekeepers and the value to financial investigations.

ELO 9.1 Describe the role of remittance systems.

ELO 9.2 Explain the FinCEN process and oversight of MSBs.

ELO9.3 Explain the process of MSB approval at the state level.

ELO9.4 Explain the BSA regulations with regard to MSB reporting.

ELO 9.5 Describe the process of large money transmitters, small money transmitters,
and hawala systems.

ELO 9.6 Explain the Southwest Border Record Analysis Center.




The Value of Alternate

Remittance
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Banking For The Unbanked (2017)

Mexico
China

India
Philippines
Vietnam
Guatemala
Nigeria

El Salvador
Dom Rep
Honduras
S. Korea
Germany
France
Thailand
Jamaica
Colombia

Japan

$30,019,000,000
$16,141,000,000
$11,715,000000
$11,089,000,000
$7,735,000,000
$7,725,000,000
$6,191,000,000
$4,611,000,000
$4,584,000,000
$3,769,000,000
$2,834,000,000
$2,801,000,000
$2,373,000,000
$1,859,000,000
$1,800,000,000
$1.767,000,000

$1,583,000,000

France
Poland
Italy
Austria
Czech Rep.
Spain
Hungary
Lebanon
Russia
Vietnam
Nigeria
Romania
China
Thailand
Croatia
Serbia

Belgium

Luxembourg

$2,124,000,000
$2.417,000.000
$1.310,000000
$1,102000000
$1,034,000000
$1,030,000,000

$997,000.000

$878,000.000

Country
us

Guatemala
Spain
France
Honduras
China
Colombia
Germany
El Salvador
Belgium
China
Lebanon
Switzerland
Luxembourg
India

Mali

United

Kingdom

Country
Nigeria
India
France
Pakistan
Germany
Poland
China
Spain
Kenya
Philippines
Belgium
Sri Lanka
Bangladesh
USA
Australia
Italy
Hungary

Serbia

Uganda
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France
Morocco
Italy

Spain
Germany
Luxembourg
Netherlands
Poland
China
Nigeria
India
Romania
Portugal
Sweden
Serbia

USA
Hungary

United Kingdom

Spain

us
Ecuador
France
Venezuela
China
Lebanon
Germany
Peru
Belgium
Italy
Panama
Mexico
Costa Rica
Brazil
Guatemala

Japan

Remittance flows worldwide in 2017. (2020, Ou(\@m3&»%5!}‘?.3(‘!&55&%@&%:&'&

Project. h

fwww.pewresearch.org/global/interactiveahwwloughhaneassociates.com i~




Legitimate Purposes of Remittance

* Pure altruism (concern for family back home) <
ORGANISATION
* Pure self-interest CO-OPERATION

AND DEVELOPMENT
* Implicit family agreement: co-insurance and loc OECD

* Migrant’s saving target

* Portfolio management decisions - Money Does Not

.’Iove Without a
Always ask, “Why is the money going there?”

+ . Purpose

©2023 Loughnane Associates LLC , s
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Services — Remittance Transfer Systems

New Payment Product Systems (NPPS)
* Mobile payments (m-payments)
* Internet-based payment services (e-payments)
* Prepaid access products

Money transmission (or wire transfer)
* Western Union, MoneyGram
* Hawala
* Virtual assets (cryptocurrency)
* Money order products
* Currency exchange services
* Hand carried/courier

Training Purposes Only




Money Services Businesses (Generally)

* Acting as a Principal or Agent (may only work from one
location or international)

* Banking Services for the Unbanked
* May support payments from diaspora to specific countries
+ Example: Hawala system to Somalia
* Remittances sent abroad are usually in small amounts

* Examples of MSBs:
* Casas de Cambio
* Foreign Exchange Houses
* Banques de Checks
* Hawala

Convertible Virtual Currency Exchanges - aka Virtual Asset
Service Providers

©2023 Loughnane Associates LLC ;
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The MSB Registration Process
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MSB Types

* Activity based - not business

MSB KEY SERVICES LIST based - .
: * Money transmission (or wire
(FinCEN) transfer) services
Issuer of traveler's checks * Fiat currency to/from Virtual

Seller of traveler's checks
Issuer of money orders

Asset Service Providers (VASP)
* Money order products

Seller of money orders . .

Check casher * Check cashing services

Money transmitter * Traveler’s check products

Seller of prepaid access * Currency exchange services

Provider of prepaid access * Reloadable cards and services

Dealer in foreign exchange .
Other Stored value products

R

Federal MSB Registration

FinCEN Form 107 Registration of Money

* MSB are
required to
register with
FinCEN and, as
part of that
registration,
disclose their
owner

[ET  Location of

o ‘ W e

%
[T Authorized Signaturs




Federal MSB Registration
. . FinCEN Form 107 Registration of Money
* RengernT |nformCI‘|'Ion I Services Business A
; i iyl [ ooy appurbieamgiunsiooch P, A0
¢ Legcl bUSIneSS nome Sompiete and send to: Enterprise Computing Center-Detroit, Attn: Money Services Business Registration, P O. Box 33116, Detroit, MI 48232-0116)
* Doing Business As (DBA) s
. a [ intisiregistration b [] Renewal ¢ [] Comecting a prior fiing 4[] Reegitraton
* Address, city, state, country i eana 4 _
a [] Reregistered under state law b [] More than 10 percent transfer of equity inferest <[] More than 50 percentincrease in agents
* Employer identification number [T Registrant informat
¢ Tax Identification number T —
5 Address s Cty 7 State] !%IP%‘ i
* Social Security number R T e
® Emdll GddreSS .Olwn‘er‘or‘Contru!Il'ng ‘Pe;'snn
12 Individual's last name, or organization's name 13 First name 14 Miodle inital
* Same for owner/controlling person = | |
* Identification: DL, Passport woy [P Ly
* Alien Registration TN ™™™ . Ty
* State(s)/Territories to operate o g e g s i i
a [] Driver's license/state ID. B[] Passport ¢[[] Alien registration z [0 Other

©2023 Loughnane Associates LLC
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Federal MSB Registration

* Number of branches

* Type(s) of service
* Include any “informal value transfer systems
* Operation as a mobile operator

* Number of “agents”

* Identify bank accounts e [y
* Supporting documentation - ;

* Authorized signatures

©2023 Loughnane Associates LLC [ ,
www.loughnaneassociates.com [
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FinCEN MSB Search

FBAR (FinCEN.

FInCEN Advisory Alerts Tinancisl Seclar ta Fentanyl  Federal Bank Rogulatory Agencies nd FinCEN
Trafficking Schemes Improve Transparency of Risk Focused BSAAML

o

e aciory today o alent nancal tutons o iancil
scheenes relaed 12 the taficking of fencand and other

‘opioids. Information in the scisary wil asis them in delectiog  FInCEN Exchange Forum Counters Business.
and reporting etated creninal scty. Emsil Compromise Scams.

@ ®

Money Services Businesses Information Esiling

5AR Statisties

®, Q

Financial institutions

Traini P Onl ©2023 Loughnane Associates LLC
raining Furposes Unly www.loughnaneassociates.com
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MSB Registrant Search

(MSBs) pursuant to the Bank Secrecy Acl (BSA) regulations at 31 CFR

The MSB Registrant Search Web page centains entities thal have registered as Money Services Busin
1022.380(a)-{f}, administered by the Financial Crimes Enfercement Network (FInCEN).

You cannot register as an MSB on this Web page. All MSB must be through the BSA E-Filing System.
The MSB Registrant Search Web reflects information exactly as provided by the registrant. Posted entries should include: (1) legal n “Going business as"

page
name (if applicable), (3) Regisirant's address, (4) MSB activities in which the Registrant engages, (5) states in which the Registrant engages in MSB auMﬂes (6) number of branches, (7) date
the registration form was signed, and (8) date the registration form was received.

« The MSB Registrant Search Web page is the public information source for MSBs registered with the Financial Crimes Enforcement Network (FInCEN).

« MSB acknowledgement letters will not be sent to MSBs. FInCEN will not provide facsimiles or coples of filed Registration of Money Services Business (RMSB) Form 107s.
may be on or multiple fields. Search criteria must be entered exactly as submitted on the Registration of Money Services Business (RMSB) Form 107.

* Vriaions in abbrevitions or spellings could result in negalive search results, If you initially receive a negative search resull, please try searching again using the state or zip code field.
For best results, please enter an MSB Registration Number.

« Click on the highlighted Legal Name link on the search results page to generate a printable PDF that contains the status i
How do | search for MSB e Talig b £ T aves
Registration Information? LEGAL NAME
DBA NAME
Start by entering complete or STREET ADDRESS
partial information in one or
more of the search fileds cny
STATE
Click the [Saarcn ] button e
MSB ACTIVITIES (MSE Services Key List)
On the RESULTS PAGE: click SYATED OF BB AGTIMITIES i
the desired MSB's LEGAL NAME FOREIGH LOGATION B
to retrieve its printable
registration information

Search Reset

Traini P Onl ©2023 Loughnane Associates LLC
raining Furposes Unly www.loughnaneassociates.com




ALL STATES
&
STREET MSB MSB & FOREIGN FOREIGN #OF AUTH RECEIVED
LEGAL NAME| DBA NAME ADDRESS cIry STATE ACTIVITIES | ACTMITIES FLAG LOCATION | BRANCHES | SIGN DATE DATE
é?rﬂm HERNDON VA 20170 11/28/2019 117262019
;‘T’RUEEELTDEN HERNDON VA 20170 405408400 VA 12/28/2020 122812020
T SUITE 103
INC.
MUNDI  GO0ELDEN HERNDON VA 20170 405408409 VA 01052021 010512021
SVCLLC TRANSFERS STREET
IN BOON 13528 HERNDON VA 20171 400 AK AR AS AZ 1 122872019 1272872019
DAVINC! CACODCDE
LANE FLFM GAGU
IAID ILIN KS
KY LA MA M
ME MH MI MN
erndon
MT NC ND NE
’ NH NJ NM NV
‘OH OK OR PA
. . . PRPW RISC
SDTNTXUT
1roinia i
wy
MELGARLLC MEGAGIROS GOELOEN  HERNOON VA 20170 408400 VA 120172020 1203172020
1141 Eiden St Hendon VA 20170 408 409 VA 2 02007/2010 020772019
STE 1021103
1141 Eiden St Hemndon VA 20170 408 409 VA 032872019 03/28/2019
suito 102/103
1141 Elden St Hemdon VA 20170 408 409 VA 032872010 0372812019
suitem
102/103
704C HERNDON VA 20170 408400 VA 122602020 12262020
CENTER ST
1110 F Eiden  Hemdon VA 20170 AD5 408400 VA 122072019 1272072019
St Sute 100
1110ELDEN HERNDON VA 20170 405408409 VA 01/08/2021 0170872021
STSUITE 105
1031 HERNDON VA 20170 409 VA 12105/2020 12/05/2020
TERLING
ROAD, SUITE
201
1226 ELDEN HERNOON VA 20170 08400 VA 122002020 12232020
E}“g:‘lah‘m HERNDON VA 20170 408409 VA 1228/2020 1272872020

©2023 Loughnane Associates LLC
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Financial Crimes Enforcement Network
Departiment of the Treasury

MSB Registration Status information
Date: 04/15/2021

‘The inclusion of a business on the MSB Registrant Search Web page is not a recommendation,
ion of of of the business by any govemment agency.

MSB rogistrant. by the MSB.

on this ste,

MSB Ragistration Numbar: 310001606868688
Rogistration Type: Fenewal

Legal Name: KELVIN BOON LLG

DBA Nams:

Sueet Addresa: 13528 DAVINGI LANE
)

Suns: VIRGINIA

Zp: 2171 m

MS8 Actvities:
)
Sues of MSB Activives:
Alaska, Amancan Samoa, Arzona, Arkanaas, Cakormia, Coloraco, Delaware, Detnct Of Columbia, Fedadated Suies Of Mictonesd, Flonda,
— Georgia. Guam. kdaho. lingie, Indiana. lowa. Kaneas. Kenwcky. Louisiana, Maine.

©2023 Loughnane Associates LLC
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State Corporation Commission
Clerk's Information System

Entity Information

Entity Name: Kelvin Boon LLC Entity ID:
Entity Type: Limited Liability Company Entity Status:
Formation Date: 07/16/2013 Reason for Status:
VA Qualification Date: 07/16/2013 Status Date:
Industry Code: 0 - General Period of Duration:
Jurisdiction: VA Annual Report Due Date:
Registration Fee Due Date: Not Required Charter Fee:

Registered Agent Information
RA Type: Individual Locality:

RA Qual ion: Member or M of the Limited Liability
Company

Name: RAJESH PAVITHRAN Registered Office Address:

Privacy Policy | ContactUs | f ) (y

Training Purposes Only

54631281
Active
Active
08/19/2019
Perpetual
N/A

N/A

FAIRFAX COUNTY

13528 DAVINCI LANE, HERNDON, VA, 20171 - 0000, USA

©2023 Loughnane Associates LLC
www.loughnaneassociates.com
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Civil and Criminal Penalties for Operating an
Unregistered Money Transmitting Business (FinCEN)

Failure to comply with 31 U.S.C. 5330 or 31 CFR 103.4]
Civil penalty of $5000 for each violation, up to $5,000 for each day

(Whoever) (knowingly) (conducts, controls, manages, supervises, directs, or owns
all or part) of (an unlicensed money transmitting business)

Shall be fined in accordance with this title or imprisoned not more than 5 years,
or both. [18 U.S.C § 1960(a)]

Criminal: A (money transmitting business) which affects (interstate or foreign
commerce) and (fails to comply with the money transmitting business registration
requirements under section 31 U.S.C. 5330), or regulations prescribed under such
section,

Shall be fined or imprisoned not more than 5 years, or both. [18 U.S.C §
1960(b)(1)(B)]

o~

19

Foreign-Located Money Services Businesses FIN-
2012-A001 (February 15, 2012)

If the MSB operates in the US, even if none of its agents, agencies,
branches or offices are physically located in the U.S.:

* Subject to the same civil and criminal penalties for BSA
violations

* Each foreign-located MSB is required to appoint a person
residing in the U.S. as an agent for service of legal process with
respect to compliance with the BSA and its implementing

nnrzs oF Engqgrgij
STREET FOREIGN RECENVED
LEGAL NAME| ADDRESS STATE actmes: | actimes | “FLAG (ocaTion | BRANEHES | SIONDATE ATE

CL550103 CALI 415 ASFM GU MH co COLOMBIA 03/19/2019 03/19/2019

PAG o

‘.n‘

o~

20




FinCEN Documentation
Requirements

21

MSB BSA Recordkeeping And Reporting
Requirements Vary

Based upon the type and amount of MSB activity
* Transmitter - below $3,000 no real verification is required

* At $3,000, Transmitter is required to maintain/retain more
detailed transaction records

* Currency Exchange - at $1,000, requires detailed information
retention

* At $10,000, all must file a CTR
* SAR filings are required

22




Fincentom 109 Suspicious Activity Report by
Money Services Business

Provious ocons Wi nct bo

SAR Form For MSBs
B I s

. . . ) OMB No. ms
ubject information B e

Purchaser/Sender,
Payee/Receiver

wony

Standard KYC information e T

o [ Drers leanseisale L0, b [] Passpart ¢ [] Alenregiskaion  z[] Other

5 Frstname &t el

T Gounty Gode
QfnotUs)

] {34

* Government issued ID
Suspicious ActivityInformation . -

Fom 1. To

12 D ottt ‘ 75 Tolopnon number

- Cldddididiid

.

18 Category of suspicous aciiy (check al hat ap

Suspicious Activity Details T T

Ot
‘Chock aof the Tolowing that apoly

D a 1- e , A moun 1- (67 [ Avers ansacion e o compleing uns vansor rcord ) [ Indinte o il o e o dourrts

or money order or raveers chack rocord (53,000 or more) () [T Two or mors indiduals sing e simiarisame entfcaton

o [ Curoncy erchange

@0 @ O Two or more
aregory =P ——— B p——
10) [ Exchanges smat bis for large bitls or vice versa
* Financial Services Involved e R
Detroit, M 48232:5980
[ ]

Nature (behavior) in activity e

©2023 Loughnane Associates LLC
www.loughnaneassociates.com
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Part n icious Activity i i

20 Purchases and redemptions (check box “P" for purchase or box “R" for redemption)

Money Orders: (] [] N s 00
og _ 5. 00
H og _ 5 w
* Location(s) o B - -
. . oo S s 00
* Reporting Business 0o _ . .
. . Money Teansters [1 (] s o
* Contact information 0o - -
oo s
R o o \
RO - . .
Transaction Location 2z [] Mutpe ransacion kcatons
23 Type of business locaton (check only one)  a [ ] Selling location b [ Paying location ¢ [ Both

3 Iniemal controlie number
(ravaiable)

= 32 Country

(rnotus) |}

[PUT Reporting Business 3 [ The Reporiag Busines s tho samo as the Transaction Locaton 4o t0 Pt V)
35 Lega name o busness 36 Dong busness &

37 Permanent adress (number, stest, and suite no) | 38 iy, *39 Stto] “40 Zip Gode
a1 ) [43 Country 4 ntermal convolfie number
Gode.

12 Bosness rone oo
LD it f

Contact for Assistance

[ A (rnotus) |

‘ o

*45 Designaled contact ofice “46 Designated phone number (incude area code) | 47 Date fied (See nstrutions)

48 Agency (1 not fled by a Money Services Business)

Training Purposes Only




Suspicious Activity Information - Narrative®

critcal may delermine whether or

ot he described acivity and fs possible criminalnalure are cleary undersiood by mvestEalors, Provide 3 lar, compiele and chronologica descrpton

of he aciiy, incucing whal is unusual, iregular or suspicious about the Uransacton(). Usa the checklst boiow, a5 a guide, as you prepare your
st

P oot
2. Brrbecors s o P : oty

* Narrat |Ve : o) oo 1 o gy 22 T st e oy b mﬂmsr;"ijz,:%

o exarpe oty e o
. . ! o B

e Some gwdance and form BT v

gven. o ¥y comspondart ik an scsours s {1y o
exp I anation nhete s oo vl w9 ok oo (07, . Vo sl or i e youdont e et

i, ranc,agetocavon: o). o

Tora
reates to anather ransaction and

~ T a =

ts  r Forselling
passpor(s),vials),andlordentifiation card(s). Includo date, countyy,  have the identiing inormaton in Part|or if multplo indiiduais use
ity ofssu, ssuing authorty, and natonali i i

Ji Indicate whether any informaton has been excuded from his 5 1f amending a prior report, compite the form in s entrety and note
roport;ifso, sate reasons. tho changes horo i Part V1.

k. L
ifso, 3 their e, ther

1. Indicate whether any transfer of money to or from a foreign country, telephone number, and when they were contacted.

planaton/d i ont
"Tips on SAR form preparaton and fing are avaiable in the SAR Aciviy Reviews ai w wwtfincen.govipub_reports.html.
L iy

Training Purposes Only

tate Registration Information
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Typical Applicant Information

* Audited financial statements of the * IT infrastructure
applicant business and any subsidiaries

* Personal financial records of all
directors, ﬁrincipaluofficers, owner or
10% shareholders (“Control Persons”)

* Records of occupations for all Control

* Proforma and financial projections over
2-3 year period

* Source of funds
* Banking relationship

Persons for the last fifteen years, * Bonding
including any disciplinary actions taken hird iminal and civil
by any empldyer * Third-party criminal and civi

background checks
* List of all lawsuits or criminal . Fi ints of Control P
complaints against any Control Person Ingerprints ot L-ontrol Fersons

in the last fiffeen years

* Comprehensive compliance policy
AML/KYC

* Compliance Officer

S. (2021, March 17). Virginia Money Transmitter License. Money Transmitter Law. https://moneytransmitterlaw.com/state-laws/virginia/

R

27
. . Shlpkevl Home Money Transmitter Statutes Cryptocurrency Statutes About Contact Us
shipkevich ATTORNEYS AT LA
@ eBook | Regulatory Guide To Money Transmission & Payment Laws In The US
REGULATORY GUIDE TO
MONEY TRANSMISSION

PAYMENT LAW -
. INTHE U.S.* o Virginia Money Transmitter Laws

Alabama

Who needs to register?
Alabama
Alaska
s receiving money or moneta lue for transmission by wire, I
r means or selling or issuing stored value.
" Arkansas
Who is the regulator?
California
Virginia Bureau of Financial Institutions
Aalaendn
S. (2021, March 17). Virginia Money Transmitter License. Money T itter Law. https://1 y itterlaw.com/stats /virgini
)
—_

28



Large Money Transmitters

OE]

29

nUniont\Wu Send money Pickup cash == @ EN  Register Q

nc
DU

Services:
* Money Transmitter

* Pay bills Online (Biller, amount, account

BT yolu #)
ey * Phone Reloads (name and number of
ur ful account)

* Netspend (MasterCard) debit card

M * Mobile App -

Be informed. Be aware. Protect yourself from D W i

OE]

30



Ways to send money Ways to receive money

Send online
Log in or sign up and create
your profile for free to send

money online.

Learn more

' WesternUnion
N’

Send with our app Send in person

Send money, pay bills, check Transfer money in person from more
exchange rates, or start a transfer in than 57,000 Western Union® U.S.
the app and pay in-store—all on the agent locations?.

go.

Find out more Find locations

Training Purposes Only A
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Send Money Online

Your receiver’s country and send amount

= BRlobines

Send amount + | Receive amount

400 uso © 100.00 PHPY
Send up to 5,000.00 USD

How does your receiver want the money?

e
)

~ 0, 2"
Cash pick up Bank Depasit 10 2!

How would you like to pay? 31

@® Pay online Pay cash in-store
5
Credit Card Debit Card Wire transfer
1Businessdays 0 | |1 Business days'' 0 service time
| Fes?600 usp | Foo :NA

© | have a promo code

Send money from your smartphone with our money transfer app

Track your transfer

Easily trock your transfer on our app using your
trocking number (MTCN) and get notified
‘when your recipient collects the funds,

Simple card scanning

Quickly set up your card payment and ovoid
mistakes by simply scanning your credit or
debit card using the camera on your device.

©2023 Loughnane Associates LLC
www.loughnaneassociates.com
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Pick up cash much faster
No need to fill out forms anymore

[—)
1. Answer our questions about your transfer on the

app to get started.

55

2. Go to a participating Western Union agent location.

| MTCN
E Tracking number

3. Bring your ID and MTCN. You will receive your cash

faster.
(O Don't show me

Continue

2z

33

1236 ‘Sand Maey

35 Sa

T

U 1wsr 500

#1236 aceive Moner
e

You may be required to provide government-

issued identification, depending on the service,
sent amount, and the destination of the money
transfer. Secondary ID may also be required for
some tfransactions (e.g., residence status

document or country of birth information)

* “Test Question”

* Originator Address * Receiver's country code

* Originator Phone Loyalty/Rewards Info
* Originator Signature

¢ LOYOHY/ReWGrdS Info Cash to Mobile limited to $500

* Originator First/Last ~ « Receiver's First/Last Name
Name * Receiver’s phone number

* Amount Under $999: No photo id required

2z

34



Western Union Subpoenas

A. Service and Processing of Subpoenas from federal, state and local law enforcement
agencies in the United Stafes requesting records relating to money transfers or money orders
must name “Western Union Financial Serfvices, Inc.” and may be served by emailing a signe
PDF copy of the subpoena to subicwewesternunion.com OR mailing them to:

Western Union Financial Services, Inc. Custodian of Records
Legal -HO 8
7001 E Belleview Ave

Denver, CO 80237

Western Union does not accept service of subpoenas via facsimile.

All subpoenas must be accompanied bfy the full name, title, mailing address, email address,
phone number and facsimile number of the person and/or entity issuing the subpoena

Full name, title, mailing address, email address, phone number and facsimile number of the
person to whom documents should be sent.

35

MoneyGram Subpoena

1.1. U.S. Law Enforcement must serve their Request on MoneyGram
Payment Systems, Inc. and may be e-mailed
to: Subpoenaemoneygram.com

1.2. While e-mail is preferred, MoneyGram also accepts service from
U.S. Law Enforcement by facsimile (866) 955-6406 or by mail to:
MoneyGram Payment Systems, Inc.
Subpoena Operations
1550 Utica Avenue South
Minneapolis, MN 55416

1.3. MoneyGram's U.S. Law Enforcement contact phone number: +1
(952) 541-4070

36




Single Maximum: $10,000
MoneyGram (Legal Agreement)| two Transfers/Day Maximum

* 2.4. In order to use the Service, the Sender must set up a profile
through our Website or the App (“Profile”). The Sender is required to
update their personal information contained in the Profile in case of
any changes before making a Transfer. To close a Profile please
contact our customer service helpline.

* 5.3. To collect the Receive Amount, the intended Recipient will be
asked to identify themselves by providing an identification document
and their own details, the Sender’'s name, country of origin, the Receive
Amount and the Reference Number (“Collection Details”). Cash
payment shall be made to the person that our agents and partners
deem entitled to receive the Receive Amount after examination of the
identification document. The identification requirements for Recipients
vary by country.

37
Records for Subpoena Network and/or Agent
* Verity if the scope includes any agents
* Electronic Wire Transfer Data
* Copies of MoneyGram Money Orders
* Original Send and Receive Forms
* Money Order Transaction Logs
* Currency Transaction Reports
» Communications and emails with agents
* Suspicious Activity Reports and Support Records
* AML Compliance Program
* Other

38




Smaller Money Transmitters

Training Purposes Only
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Smaller Payment
Services

Transactions more than
$550 should be made in
Personal, Official, or
Cashier’s check

Official checks should
not be more than
$3,000

T

*

The Reputable
Money Transmitter
in'the U.S.

Welcome to

First African Remittances

An Authorized Delegate of Shaka Express Corp.
Transmitting Money To Ghana and Other African Countries
From Maryland

CASH TRANSACTION: Transactions more than $550.00 should be made in Personal, Official or Cashier's check.
CHECK TRANSACTION: Personal, Cashier's or Bank Official checks should not be more than $3,000.00 for the
transmitted amount.
Maryland Address
3321 Toledo Terrace, #202
Hyattsville, Maryland 20782
Tel: (301) 853-7245, 301-853-7246
Email: i g i com
WORKING HOURS:
Monday - Fn'da¥ 10:00 am to 6:00 pm
Saturda) 0:

ul § 00 am to 2:00 pm
unday closed

PAYMENT LOCATIONS OR PICKUP BANKS
Access Bank, Agricultural Development Bank (ADB), First
Atlantic Bank, ECO Bank and OmniBSIC Bank
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Smaller Payment Services Providers
Likely Use Financial Institutions/ ACH

N (MSB 1 Account) (MSB 2 Acct)

= MSB2 Intermediary
MSB 1 Intermediary l <
ACH

Sender (“Originator”) Receiver
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Southwest Border Transaction Record Analysis

Center

“Data is just that, it's data..How
you use it in conjunction with
your other investigative
resources, then it becomes
intelligence.”

- Rich Lebel, director of the
Southwest Border Transaction
Records Analysis Center (2020)

so“ﬂwlelt B oruer

Transaction Record Analysis Center Intelligence Report
TRAC Data System-User Interface

2z
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The TRAC Data System

 Transactions in amounts of
$500 or more.

* Person to Person transactions
(not commercial) in identified
Southwest Border Area:

 California

* Arizona

* New Mexico

* Texas

* Country of Mexico

Portal: https://www.swbtrac.com

* The TRAC Data System is a
centralized searchable
database containing
subpoenaed financial
transactions (money transfers)
from several global money
services businesses (MSBs).

Transaction Record Analysis Center Intelligence Report
TRAC Data System-User Interface
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Hawala
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Hawala

5\ INVESTIGATORS

Value

Balance Books
Anything of
S

Y ¢
')ahabsh‘i‘il\
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Settlement methods may be outside the banking system,
including trade, cash and long-term net settlement.

">

2

Subject to their registration, IVTS can operate legally in the UK.
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Currency Dealers And Exchanges

©2023 Loughnane Associates LLC , >
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Currency Dealers Or Exchangers

* Provides many of the services of a bank or other
financial institutions

o Funds transmission, check cashing, money
orders, temporary custody of funds on deposit

o “Retail” “Over the Counter” “Vault”

* BSA requires maintenance of information
concerning currency dealing starting at $1,000

©2023 Loughnane Associates LLC , >
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Information Maintained For Exchanges Over $1000

* Customer’s name and address
* Passport number or Taxpayer Identification Number

e Date and amount of the transaction

* Currency name, country, and total amount of each fo#
currency

©2023 Loughnane Associates LLC , >
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Check Cashers, Money Orders,
Mobile Banking, ATMs
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Check Cashers

CHECK

CASHING

* Defined as a person engaged in the business of cashing checks

* Other Services - In many cases, the check casher acts as an
agent of a money transmitter (or several money transmitters for
different services, e.g., remittances, bill paying, and sale of money
orders) to complement check cashing services

51

Money Otrders/Traveler’s Checks

* A Seller or Redeemer of Money Orders/Traveler's Checks is an
MSB

* These are negotiable instruments sold through Sales Agents

* Generally issued by national companies, but small businesses may
issue their own money orders
* Money orders are sold through agents

* Amount is usually limited by policy
* Sales Agent must maintain sales record

* Money Orders: Postal 70% of US Market $165 billion in 2014

52




Money Order USPS Case Study: Cindy Omidi

* Cindy Omidi, 66 ;

« Convicted in October 2014 of : T
STru CTu rl ng 11| UNITED STATES OF AMERIC:,“E ; G::“NB:J:I:B R 13 O 0?39
. . 12 Flaintiff, ) INDICTMENT
* Mother to Michael and Julian i : ot 055,15 sanw o,

Transactions to Evade Reporting
Requirements; 18 U.S.C. § 2:
ing and Abetting end Causing
an Act to be Done; 31 U.S.C
§ 5317(c): Criminal Forfeiture]

Omidi, once operated 1-800-GET- 1 S s

aka “Cindy Pezeshk,”

THI :
Defendant.
17

18 The Grand Jury Charges:

* USPS provided evidence to this d] S TR, G S §

Cqse - Tes-l-ified 01- Triql o S At all times relevant to this Indictment:

12 1. The Bank Secrecy Act ("BSAY) was a ser of laws and

3| requlations enacted to address an increase in criminal money

laundering through financial institutions. In order to combat

money laundering, the BSA required domestic financial

&

institutions to file reports and maintain customer information

7| for cash transactions that exceeded certain amounts.

Traini 2] Onl 2023 Loughnane Associates LLC [,
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Detail Of Money Order Purchase

Case 2:13-cr-00739-SVW Document 1 Filed 10/11/13 Paged ol 7 Page iD &4

éfs. DEFENDANT C. OMIDI'S STRUCTURING
7 7. Between in or about July 2008 through in or about 3
1 | pate Subtotal | Money |Money Order |FPost Office
8 | December 2009, in Los Angeles County, within the Central 5 Order | Sexial #
9 | District of Califomnia, and elsewhere, defendant C. OMIDI, 3 [[37za78 32,800 12332052476 | Beverly Wills Main
10 [ together with others known and unknown to the Grand Jury, EETE TN
4 — z3zpdopdes | . |
11 | knowingly and for the purpose of evading the reporting 52,500 656194781 | West LA Finance
s 656794792 | Station
12 [ requirements of Sections 5313{a) and 5325 of Title 31, United 5 ToEceT94507
13 [ States Code, and the regulations promulgated thersundez, S/a20N *27900 2835758050 | Beverly Hills Main
4
14 [l structured, assisted in structuring, attempted to structure and 2635758558
. . 8 52,900 3013233200 | Weat TA Finance
15 [lassist in structuring, and aided and sbetted in structuring and ¢ 13013233317 ] Station
aused to be structured, the following transactions, among
10 || 10715708 2,300
17 fothers, with a domestic financial instituticn, namely, the USPS,
. . 1 | 13013240556
16 [las part of a pattern of illegal activity involving more than 52,500 Te18815007 | Wiishize Susiness
19 [5100,000 in a 12-menth pericd: 1 93648813818 | Center
13 [ 83618815620
20 | Bate Subtotal | Money |Money Order $900 | 5500 12656229704 | Village Station
o Order | serial 14 [[ 10717708 $2,900 | §1,000 | 12655770592 | Beverly Hills Main
Amount 7655770603
8/14708 $900] 5900 | 12656224113 | Village Statien 15 2655770614
$2,900 jl.:na | 83648743548 | Wilshize Business 16 || 1720708 $2,300 (12655766643 | Beverly Hills Main
23 000 550 | Center i (12655766654
$800 [ 9364874356 1 2655766665
24 '§725/08 §1,000| 51,000 | 126562228 Village Station $37,900 [13013248140 | West LA Finance |
& 2,900 £1,000 7454 Wilshire Business 18 31, 3013248151 | Center
: §1,000 | 93646745455 | Center s 3013248162
6 $300 1936483455 3 17722708 | §2,900 | 51, 09102144630 | Beverly Rills Main
9716708 $900| 5500 | 126562282 Village Station ’ 31,000 | 0310214476
9 $2,900 | §1,000 | 93648748151 | Wilshire Business 20 5560105102 18475,
" s‘.;zg: ;z!::s;:s: _’1 Center 21 $2,500 | 51,000 93648817945 | Wilshire Business
1 1,000 93648617956 | Canter
3 22 | $900 | 9364881796 .
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Mobile Money Banking For The “Unbanked”

infamous
STUBIOS

m-pesa~makes sendin
money home easy

©2023 Loughnane Associates LLC , s
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Mobile Banking Process

I

G 5

4

e —— ]

Details of Transaction are with the
Telecommunications Company
Sender Not the Bank

Receiver
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“U.S. Attorneys » Central District of California » News™ Case 2:19-cr-00484-PSG Document 1 Filed 08/23/19 Page 205 Page 1D #2

Department of Justice

SHARE ¢*
US. Attorney's Office 1 : COUNT THO
Central District of California 2 [18 U.5.C. §§ 1960(a), (b)(1)(B)
3 Beginning in or about May 2015, and continuing until on or about
FOR IMMEDIATE RELEASE Friday, August 23, 2019 4 [loctober 12, 2017, in Los Angeles County, within the Central District

5 [|of california, and elsewhere, defendant KUNAL KALRA, also known as

Westwood Man Agrees to Plead Guilty to Federal Narcotics,
Money Laundering Charges for Running Unlicensed Bitcoin

6 [ “kumar, * “shecklemayne,” and “coinman,” knowingly conducted,

Exchange and ATM 7 [|controlled, managed, rvised, directed, and owned an unlicensed
8 [ money transmitting business affecting interstate and foreign
LOS ANGELES - A Westwood man has agreed to plead guilty to federal eriminal charges for owning 9 [l commerce, namely, a virtual currency exchange business, that failed
" 3 L i s 2 S
¥ . M money . business where he exchanged “F'f”ﬁm'u"’” in cash 10 || to comply with the money tr tting business registration
and virtual currency for individuals, including Darknet drug dealers and other criminals, some of whom

1 his Bitcoin ATM ki 11l reauiremants under Section 5330 of Title 31, United States Code, and
e e — — On or about June 22, 2017, in Los Angeles County, within the

Central Distriet of California, and elsewhere, defendant KUNAL KALRA,
1iso known as “Kumar,” “shecklemayne,” and “coinman,” with the intent
-6 conceal and disguise the nature, location, source, ownership, and
ontrol of property believed to be the proceeds of specified unlawful
ctivity, that is, the felonious importatien, receiving, buying,
selling, and otherwise dealing in controlled substances punishable
inder a law of the United States (“drug trafficking”), knowingly
conducted a f£inancial transaction, affecting interstate commerce,

{nvolving property represented by an authorized agent of the United

States government to be proceeds of specified unlawful activity, that ]
is, drug trafficking, namely, the exchange of 38.55331617 Bitcoin for ]
49G,372.00 in United States dellars, plus fees (Blockchain
transaction 10

aT6££13ce53c71db174133d£664126e20d48743b73739¢229141£508981317) .

©2023 Loughnane Associates LLC
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Private ATM’s: Independent Sales Organization

ATM makes connection
with Customer

FI, confirms availability,
dispenses cash

MONEY DOES NOT MOVE!

o ISO places cash into ATMs, typically Customers make withdrawals
from a business account

' Customer Fl transfers funds
° | 1 o + fee to

L J
ISO Business Account: Bank ISO Business Account

©§%23 Loughnane Associates LLC
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(Questions?

Loughnane Associates LLC
Value Tonches Everything
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